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QUESTION 1

All client computers on your company network run Windows 7. Your company has a Windows Server2008 domain. You
plan to use Group Policy to enable BitLocker Drive Encryption (BDE). You need to ensure that the following
requirements

are met:

?ll BitLocker recovery keys are stored in a central location. ?ata is encrypted only after a backup of the recovery key is
available.

What should you do?

A. Run the manage-bde -on -ForceRecovery command.

B. Enable the Choose default folder for recovery password setting.

C. Enable the Store BitLocker recovery information in Active Directory Domain Services setting.

D. Enable the Choose how users can recover BitLocker encrypted drives setting. Set the 256-bit recovery key to
Require recovery password.

Correct Answer: C

QUESTION 2

A user lost his EFS private key and cannot access his encrypted folder. Based on the company\\'s current configuration,
you need to ascertain how to recover the

encrypted folder.
Which two actions should you perform in sequence?

(To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct
order.)

Select and Place:
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From the command prompt, run the
cipher.exe fe command.

on the client computer, run the certutil.exe -
backupdb -f command,

Right-click the encrypted folder, go to the
sdvanced menu, and then remove the Encrypt
attribute,

Log on to the computer by using the local
Administrator account and enroll for a2 Basic EFS
certificate.

Log on to the computer by using the local
Administrator account and enroll for an

Recovery Agent certificate,

3 B i
Log on to the computer by using the EFSAdmin
account and then import the DRA certificate from

the portable USE hard drive.
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Correct Answer:

From the command prompt, run the
cipher.exe fe command.

on the client computer, run the certutil.exe -
backupdb -f command,

Log on to the computer by using the local
Administrator account and enroll for & Basic EFS

certificate.

N

Log on to the computer by using the local G\}
Administrator account and enroll for an

Recovery Agent certificate,

|1

<

Log on to the computer by using the EFSAdmin

account and then import the DRA certificate from

the portable USE Qq@ive.

O°

Right-

3 At
ik %‘é’ncr}rpted folder, go to the

peEd menu, and then remove the Encrypt

2
3

QUESTION 3

You have an Active Directory domain. All client computers run Windows 7 and are joined to the domain.

The help desk reports that several users recently downloaded and installed malware. You discover that the users
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modified the Windows Defender settings on their computers. You need to recommend a solution to prevent users from
modifying their Windows Defender settings.

What should you recommend?

A. Modify the User Account Control (UAC) settings.

B. Modify the membership of the local Administrators group.

C. From Program and Features, modify the Windows Features.

D. From a Group Policy object (GPO), modify the Windows Defender settings.

Correct Answer: D

changed answer from B.to D. Chapter 5 Lesson 1 p 209 - 211 http://sourcedaddy.com/windows-7/configuring-windows-
defender-group-policy.html

QUESTION 4

Each Windows 7 client computer in an enterprise organization receives updates from Windows Server Update Services
(WSUS). Users connect to the company

network via a virtual private network (VPN) on the portable computers that are joined to the domain.

A remote user cannot update her portable computer with Windows Update and as a result is unable to connect to the
VPN.

You need to ensure that the remote user can download updates when not connected to the VPN. Which setting should
you select? To answer, select the appropriate setting in the work area.

Hot Area:
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ksl ' » ControlPanel + All Control Panel ems » Windows Update - Search Control Panel

FubeEdit View Tools Help

Centrol Panel Home

Check for updates

Change settings I

View update history

Windows Update @
O

A lor new updates

Restore hidden updates |

Updates: frequently asked
questions

Windows Update encountered an unknown error,
Get help with this error

Yesterday at 12:30 PM. View update history
Managed by your system administrator
Check online for updates from Microsoft Updatel

See also

Installed Updates

Correct Answer:

. sl © » ControlPanel » All Control Panel ltems » Windows Update - Search Control Panel

el i Toulsmbel

Control Panel Home -
Windows Update

Check for updates
Change settings I

View update history
Restore hidden updates |

Updates: frequently asked
guestions

Windows Update encountered an unknown eror,
Get help with this error

Qeck for updates:  Today at 5:36 PM
r@installed: Yesterday at 12:30 PM. View update history
updates: Managed by your system administrator
|Check online for updates from Microsoft Upda-tel

See also

Installed Updates
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QUESTION 5

All client computers on your company network run Windows XP and are members of an Active Directory Domain
Services domain.

You plan to migrate all computers to Windows 7. You also plan to deploy a new VPN server to support remote network
access for the computers.

You need to ensure that all computers will be supported for remote access during the migration to Windows
What should you do?

A. Set the VPN server to Layer 2 Tunneling Protocol.

B. Set the VPN server to Secure Socket Tunneling Protocol.

C. Set the VPN server to Internet Key Exchange version 2.

D. Configure the Direct Access feature on the VPN server.

Correct Answer: A
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