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QUESTION 1

Your network contains an Active Directory domain. The domain contains several domain controllers. You need to modify
the Password Replication Policy on a read-only domain controller (RODC). Which tool should you use?

A. Computer Management

B. Active Directory Users and Computers

C. Group Policy Management

D. Security Configuration Wizard

E. Active Directory Domains and Trusts

Correct Answer: B

Reference:

http://technet.microsoft.com/en-us/library/rodc-guidance-for-administering-the-password- replication-policy.aspx
Administering the Password Replication Policy

This topic describes the steps for viewing, configuring, and monitoring the Password Replication Policy (PRP) and
password caching for read-only domain controllers (RODCSs).

To configure the PRP using Active Directory Users and Computers:

1.

Open Active Directory Users and Computers as a member of the Domain Admins group.

2.

Ensure that you are connected to a writeable domain controller running Windows Server 2008 in the correct domain.
3.

Click Domain Controllers, and in the details pane, right-click the RODC computer account, and then click Properties.
4,

Click the Password Replication Policy tab.

5.

The Password Replication Policy tab lists the accounts that, by default, are defined in the Allowed list and the Deny list
on the RODC. To add other groups that should be included in either the Allowed list or the Deny list, click Add.

To add other accounts that will have credentials cached on the RODC, click Allow passwords for the account to
replicate to this RODC.

To add other accounts that are not allowed to have credentials cached on the RODC, click Deny passwords for the
account from replicating to this RODC.
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QUESTION 2

Your network contains a web server named Serverl.

You need to ensure that Serverl authenticates users by using a custom web page.

Which authentication method should you enable from Internet Information Services (IIS) Manager?

To answer, select the appropriate authentication method in the answer area.
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Correct Answer:
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QUESTION 3
You deploy Network Access Protection (NAP) on your network.

An administrator configures a network policy as shown in the exhibit. (Click the Exhibit button.)
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You discover that noncompliant client computers cannot access the remediation network.

You need to configure the network policy to ensure that noncompliant client computers can access the remediation
network. What should you do?

A. In the Type of network access server list, click HCAP Server.
B. In the Type of network access server list, click Health Registration Authority.
C. In Access Permission, select the Ignore user account dial-in properties check box.

D. In Access Permission, select the Grant access. Grant access if the connection request matches this policy option
button.

Correct Answer: D

QUESTION 4

You manage a member server that runs Windows Server 2008 R2. The server runs the Remote Desktop Gateway (RD
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Gateway) role service.

You need to gather information about active users that are currently connected through the RD Gateway server. The
information must include the Connection ID, User ID, User Name, Idle Time, and Client IP Address.

What should you do?

A. View the events in the Monitoring folder from the RD Gateway Manager console.

B. View the Event Viewer Security log.

C. View the Event Viewer Application log.

D. View the Event Viewer Terminal Services-Gateway log.

Correct Answer: D

By using TS Gateway Manager, you can specify the types of events that you want to monitor, such as unsuccessful or
successful connection attempts to internal network computers through a TS Gateway server. When these events occur,
you can monitor the corresponding events by using Windows Event Viewer. TS Gateway server events are stored in

Event Viewer under Application and Services Logs\Microsoft\Windows \Terminal Services-Gateway\. Source:
http://technet.microsoft.com/en-us/library/cc730618(WS.10).aspx

QUESTION 5

Your network has Network Access Protection (NAP) deployed. The network contains two servers named Serverl and
Server2. Serverl is Network Policy Server (NPS). Server2 has a third-party antivirus solution installed.

Serverl is configured to use a custom system health validator provided by the antivirus vendor. The system health
validator uses Server to identify the version of the current antivirus definition.

You need to ensure that NAP clients are considered noncompliant if Serverl cannot connect to Server2.
Which error code resolution setting should you configure?

A. SHA not responding to NAP client

B. SHV not responding

C. SHV unable to contact required services

D. SHA unable to contact required services

Correct Answer: C

System health validators (SHVs) define configuration requirements for NAP client computers. Windows Security Health
Validator (WSHYV) is included with Windows Server 2008 and Windows Server 2008 R2.

SHYV error codes:
All SHVs include five error code conditions. If an error code is returned to the SHV, you can choose to have the SHV
evaluate the client as either compliant or noncompliant. The following figure describes Windows Security Health

Validator

Properties dialog box in Windows Server 2008.
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Windows Security Health Validator Properties dialog box The following is a description of the available error codes:
SHV unable to contact required services. This error can occur if NPS loses connectivity to a health requirement server,
such as an antivirus signature server. SHA unable to contact required services. This error can occur if the SHA is
unable

to successfully read the client configuration.

SHA not responding to NAP Client. This error can occur if a SHA is not properly initialized and registered.

SHV not responding. This error can occur if the performance of an SHV is degraded (for example, if NPS is out of
memory).

Vendor specific error code received. This error can occur if NPS receives an error code that is unique to the SHA or
SHV vendor. Some vendors might return this code when NPS is unable to contact a health requirement server.
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