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QUESTION 1

Your company has one office in San Diego and one office in New York. 

The network consists of one Active Directory forest that contains one domain named contoso.com and one domain
named newyork.contoso.com. All servers run Windows Server 2008. All domain controllers for contoso.com are located
in 

San Diego. All domain controllers for newyork.contoso.com are located in New York. 

Contoso.com contains two domain controllers named Server1 and Server2. 

Newyork.contoso.com contains two domain controllers named Server3 and Server4. All domain controllers host Active
Directory-integrated DNS zones for their respective domains. 

You need to ensure that users from each office can resolve computer names for both domains from a local DNS server. 

What should you do? 

A. Add the contoso.com and the newyork.contoso.com DNS zones to the ForestDNSZones partition. 

B. Create a stub DNS zone for contoso.com on Server3. Create a stub DNS zone for newyork.contoso.com on Server1. 

C. Create a standard primary DNS zone named contoso.com on Server3. Create a standard primary DNS zone named
newyork.contoso.com on Server1. 

D. Configure conditional forwarders on Server1 to point to Server3. Configure conditional forwarders on Server3 to point
to Server1. 

Correct Answer: A 

To ensure that users from each office can resolve computer names for both domains from a local DNS server, you need
to add the contoso.com and the Branch.contoso.com DNS zones to the ForestDNSZones partition because the
ForestDNSZones directory partition can be replicated among all domain controllers (DCs) located in both the domains
Contoso.com and Newyork.contoso.com in the forest of the company. This is because all the domain controllers have
the DNS service installed. Once the DNS Zones data is replicated the users from each office can resolve computer
names for both domains from their local DNS server 

A stub zone cannot be used because it is used to resolve names between separate DNS namespaces a Standard
Primary DNS zone cannot be used because the DNS Server in this type of zone contains the only writable copy of the
DNS zone database files. There can be only one Standard Primary DNS Server for a particular zone. A conditional
forwarder cannot be used because it handles name resolution only for a specific domain. 

Reference: What causes the error I receive in the event log when I attempt to replicate the ForestDNSZones directory
partition? http://windowsitpro.com/article/articleid/43165/q-what-causes-the-error-i-receive-in-the-event- log-when-
iattempt-to-replicate-the-forestdnszones-directory- partition.html 

Reference: Understanding stub zones http://207.46.196.114/windowsserver/en/library/648f2efd-0ad4-4788-80c8-
75f8491f660e1033.mspx?mfr=true 

Reference: DNS Conditional Forwarding in Windows Server 2003
http://www.windowsnetworking.com/articles_tutorials/DNS_Conditional_Forwarding_in_Wind ows_Server_2003.html 
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QUESTION 2

Your network consists of one Active Directory domain that contains servers that n.ai Windows Server 2008 R2. The
relevant servers are configured as shown in the following table. 

The exhibit shows the relevant portion of the network. (Click the Exhibit button.) 

Server3 hosts a secure web site. You want remote users to access the secure Web site by using a Secure Socket Layer
(SSL) connection through the Internet. A server certificate issued by Server2 is installed on Server3. Since you are the 

technical support, you are asked to recommend a solution that will enable the distribution of certificates to the remote
users. 

Your solution must meet the following requirements: 

The certification authority must be automatically trusted. Remote users connecting to Server3 must use client
certificates issued by Server4. A minimum amount of TCP/IP ports must be opened on the firewall that connects the
perimeter 

network and the internal network. 

Which certification authority should you recommend installing on Server4? 

A. Standalone root 

B. Enterprise root 

C. Standalone subordinate 

D. Enterprise subordinate 

Correct Answer: C 
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QUESTION 3

A company has an Active Directory Domain Services (AD DS) domain. The company has 300 retail stores with a
domain controller in each store. All domain controllers run Windows Server 2003. The domain controllers host an
application 

that remote users access by using Terminal Services. 

You are planning to replace the domain controllers. The retail stores do not have secure locations in which to store
network equipment and servers. 

You have the following requirements: 

?Make the application available as a RemoteApp. 

?Ensure that non-administrative users can access the application. 

?Maximize domain security. 

You need to deploy domain controllers that meet the requirements. 

What should you recommend? (More than one answer choice may achieve the goal. Select the BEST answer.) 

A. Deploy Windows Server 2008 R2 as a domain controller. 

B. Deploy a Server Core installation of Windows Server 2008 R2 as a read-only domain controller (RODC). 

C. Deploy a Server Core installation of Windows Server 2008 R2 as a domain controller. 

D. Deploy Windows Server 2008 R2 as a read-only domain controller (RODC). 

Correct Answer: D 

 

QUESTION 4

You need to ensure that you can migrate objects from cohowinery.com by using Active Directory Migration Tool version
3.2 (ADMT v3.2). What should you do in cohowinery.com? 

A. Upgrade the primary domain controller (PDC) emulator to Windows Server 2008 R2. 

B. Run the Active Directory Preparation Tool (Adprep.exe). 

C. Raise the functional level of the domain. 

D. Convert all global groups to universal groups. 

Correct Answer: C 

 

QUESTION 5

Your network consists of one Active Directory domain that contains domain controllers that run Windows Server 2008.
The intranet site contains confidential documents. You need to design an identity and access management policy for
the 
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documents to meet the following requirements: 

Record each time a document is accessed. 

Protect confidential documents on the intranet site. Place a time limit on access to documents, including documents
sent outside the organization. 

What should you include in your design? 

A. On a domain controller, install and configure Active Directory Federation Services (AD FS). 

B. On a domain controller, install and configure Active Directory Rights Management Services (AD RMS). 

C. On all servers in the domain, ensure that the data volumes are configured to use NTFS file system and Encrypting
File System (EFS). 

D. On all servers in the domain, ensure that the data volumes are configured to use NTFS file system and Windows
BitLocker Drive Encryption (BitLocker). 

Correct Answer: B 

To place a time limit on access to documents and the documents that are sent outside the organization and record each
time a document is accessed, you need to use Active Directory Rights Management Services (AD RMS). 

AD RMS helps you to prevent sensitive information--such as financial reports, product specifications, customer data,
and confidential e-mail messages--from intentionally or accidentally getting into the wrong hands. You can use AD RMS
on 

applications running on Windows or other operating systems to help safeguard sensitive information. Rights-protected
documents of any kind can be set up for time-restricted access--and after that author-defined period of time has
elapsed, 

the files can no longer be opened as the "use license" will have expired. 

Reference: Active Directory Rights Management Services Overview
http://technet2.microsoft.com/windowsserver2008/en/library/74272acc-0f2d-4dc2-876f-
15b156a0b4e01033.mspx?mfr=true 

Reference: Windows Rights Management Services: 

Protecting Electronic Content in Legal Organizations/ Flexible Information Protection http://209.85.175.104/search?
q=cache:FqGkJVes_lIJ:download.microsoft.com/download/1/4/2/14242f31-08ee-41a3-9057- db054263512f/ 

RMS_LegalOrgs.doc+AD+RMS+place+a+time+limit +on+access+to+documents andhl=enandct=clnkandcd=2andgl=in 
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