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QUESTION 1
Your network contains an Active Directory domain named litwareinc.com. The domain contains two sites named Sitel
and Site2. Site2 contains a read-only domain controller (RODC).
You need to identify which user accounts attempted to authenticate to the RODC.
Which tool should you use?
A. Active Directory Users and Computers
B. Ntdsutil
C. Get-ADAccountResultantPasswordReplicationPolicy
D. Adtest
Correct Answer: A
Original answer was C ("Get-ADAccountResultantPasswordReplicationPolicy").
Ntdsutil cannot be used for this.
http://technet.microsoft.com/en-us/library/cc753343.aspx
Get-ADAccountResultantPasswordReplicationPolicy is used to get the members of the allowed list or denied list of a
read-only domain controller\\'s password replication policy. Get- ADDomainControllerPasswordReplicationPolicyUsage
could
be used, but is not listed.
http://technet.microsoft.com/en-us/library/ee617207.aspx
Adtest is used for perfomance testing.
Reference 1:
http://technet.microsoft.com/en-us/library/cc755310.aspx
Review whose accounts have been authenticated to an RODC
Periodically, you should review whose accounts have been authenticated to an RODC. (...) You can use Active
Directory Users and Computers or repadmin /prp to review whose accounts have been authenticated to an RODC.
Reference 2:
http://technet.microsoft.com/en-us/library/83a6daba-cdde-4606-97a3- ebb9d7fa6bf(v=ws.10)#BKMK_Auth2
Gives a step by step explanation on using Active Directory Users and Computers.
Old explanation:
Get-ADDomainControllerPasswordReplicationPolicyUsage o get accounts that are authenticated by the RODC, use the
AuthenticatedAccounts parameter. To get the accounts that have passwords stored on the RODC, use the
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RevealedAccounts parameter.
http://technet.microsoft.com/en-us/library/ee617194.aspx

QUESTION 2
Your network consists of a single Active Directory domain. The functional level of the forest is Windows Server 2008
R2.
You need to create multiple password policies for users in your domain.
What should you do?
A. From the Group Policy Management snap-in, create multiple Group Policy objects.
B. From the Schema snap-in, create multiple class schema objects.
C. From the ADSI Edit snap-in, create multiple Password Setting objects.
D. From the Security Configuration Wizard, create multiple security policies.
Correct Answer: C
Answer: From the ADSI Edit snap-in, create multiple Password Setting objects.
http://technet.microsoft.com/en-us/library/cc770842%28v=ws.10%29.aspx AD DS Fine-Grained Password and Account
Lockout Policy Step-by-Step Guide ..
In Windows Server 2008, you can use fine-grained password policies to specify multiple password policies and apply
different password restrictions and account lockout policies to different sets of users within a single domain.
..
To store fine-grained password policies, Windows Server 2008 includes two new object classes in the Active
Directory Domain Services (AD DS) schema:
Password Settings Container
Password Settings The Password Settings Container (PSC) object class is created by default under the System
container in the domain. It stores the Password
Settings objects (PSOs) for that domain. You cannot rename, move, or delete this container.
...
Steps to configure fine-grained password and account lockout policies When the group structure of your organization is
defined and implemented, you can configure and apply finegrained password and account lockout policies to users and
global security groups. Configuring fine-grained password and account lockout policies involves the following steps:
Step 1: Create a PSO
Step 2: Apply PSOs to Users and Global Security Groups
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Step 3: Manage a PSO
Step 4: View a Resultant PSO for a User or a Global Security Group http://technet.microsoft.com/enus/library/cc754461%28v=ws.10%29.aspx Step 1: Create a PSO
You can create Password Settings objects (PSOs):
Creating a PSO using the Active Directory module for Windows PowerShell Creating a PSO using ADSI Edit
Creating a PSO using ldifde

QUESTION 3
Your network contains an Active Directory domain named contoso.com. Contoso.com contains a member server that
runs Windows Server 2008 Standard.
You need to install an enterprise subordinate certification authority (CA) that supports private key archival.
You must achieve this goal by using the minimum amount of administrative effort.
What should you do first?
A. Initialize the Trusted Platform Module (TPM).
B. Upgrade the member server to Windows Server 2008 R2 Standard.
C. Install the Certificate Enrollment Policy Web Service role service on the member server.
D. Run the Security Configuration Wizard (SCW) and select the Active Directory Certificate Services - Certification
Authority server role template check box.
Correct Answer: B
Not sure about this one. See my thoughts below.
to MS Press - Self-Paced Training Kit (Exam 70-640) (2nd Edition, July 2012) key archival is not available in the
Windows Server 2008 R2 Standard edition, so that would leave out answer B.
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Another dump gives the following for answer B:
"Upgrade the menber [sic] server to Windows Server 2008 R2 Enterprise." Should the actual exam mention to upgrade
to the Enterprise edition for answer B, I\\'d go for that. In this VCE it doesn\\'t seem to make sense to go for B as it
shouldn\\'t
work, I think. Certificate Enrollment Policy Web Service role of answer C was introduced in Windows Server 2008 R2,
so that would not be an option on the mentioned Windows Server 2008 machine. Trusted Platform Module is "a secure
cryptographic integrated circuit (IC), provides a hardware-based approach to manage user authentication, network
access, data protection and more that takes security to higher level than software-based security."
(http://www.trustedcomputinggroup.org/resources/
how_to_use_the_tpm_a_guide_to_hardwarebased_endpoint_security/) Pfff... I\\'m bothered that answer B speaks of the
Standard edition, and not the Enterprise edition. Hope the VCE is wrong.

QUESTION 4
Your network contains an Active Directory forest. The forest contains one domain named contoso.com. You discover
the following event in the Event log of domain controllers: "The request for a new accountidentifier pool failed. The
operation will be retried until the request succeeds. The error is " %1 ""
You need to ensure that the domain controllers can acquire new account-identifier pools successfully.
What should you do?
A. Move the PDC emulator role.
B. Move the schema master role.
C. Move the global catalog server.
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D. Move the domain naming master role.
E. Move the infrastructure master role.
F. Move the RID master role.
G. Restart the Active Directory Domain Services (AD DS) service.
H. Deploy an additional global catalog server.
I. Move the bridgehead server.
J. Install a read-only domain controller (RODC).
Correct Answer: F
This error can occur when the server holding the RID master role is not available to provide a new RID pool. Moving the
RID master role to another domain controller will resolve this.
Reference: http://technet.microsoft.com/en-us/library/cc756699.aspx Event ID 16651 -- RID Pool Request Users,
computers, and groups stored in Active Directory are collectively known as security principals. Each security principal is
assigned a unique alphanumeric string called a SID. The SID includes a domain prefix identifier that uniquely identifies
the domain and a relative identifier (RID) that uniquely identifies the security principal within the domain. The RID is a
monotonically increasing number at the end of the SID. Each domain controller is assigned a pool of RIDs from the
global RID pool by the domain controller that holds the RID master role (also known as flexible single master operations
or FSMO) in each Active Directory domain. The RID master (also known as the RID pool manager, RID manager, or
RID operations master) is responsible for issuing a unique RID pool to each domain controller in its domain. By default,
RID pools are obtained in increments of 500. (...) Newly promoted domain controllers must acquire a RID pool before
they can advertise their availability to Active Directory clients or share the SYSVOL. Existing domain controllers require
additional RID allocations in order to continue creating security principals when their current RID pool becomes
depleted. Event Details Message The request for a new account-identifier pool failed. The operation will be retried until
the request succeeds.
The error is " %1 "
Resolve
Check connectivity to the RID master, and check its replication status A relative ID (RID) pool was not allocated to the
local domain controller. Ensure that the local domain controller can communicate with the domain controller that is
identified as the RID operations master. Ensure that the RID master is online and replicating to other domain
controllers.

QUESTION 5
Your network contains an Active Directory forest. The forest contains one domain named contoso.com.
You attempt to run adprep /forestprep and the operation fails. You discover that the first domain controller deployed to
the forest failed.
You need to run adprep /forestprep successfully.
What should you do?
A. Move the PDC emulator role.
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B. Move the RID master role.
C. Move the infrastructure master role.
D. Move the schema master role.
E. Move the global catalog server.
F. Move the bridgehead server.
G. Install a read-only domain controller (RODC).
H. Deploy an additional global catalog server.
I. Restart the Active Directory Domain Services (AD DS) service.
Correct Answer: D
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