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QUESTION 1

You are the Office 365 administrator for your company. The company has a single office.

You have the following requirements:

You must configure a redundant Active Directory Federation Services (AD FS) implementation.

You must use a Windows Internal Database to store AD FS configuration data. The solution must use a custom login
page for external users. The solution must use single sign-on for internal users.

You need to deploy the minimum number of servers.

How many servers should you deploy?

A 2

B. 4

C.6

D. 16

Correct Answer: B

To provide redundancy, we would need to create AD FS farms with at least two servers. This can be used to allow
internal users to use single sign-on (SSO). As we are using Windows Internal Database (WIM) to store AD FS
configuration

data, we do not need any additional servers for the database as WIM is included in Windows Server 2008 and later
versions. Redundancy for WIM is possible when an AD FS farm is set up. To support external users, we would need to

set up

an AD FS proxy server. In order to provide redundancy we would need to set up an AD FS proxy farm. This would
require a minimum of 2 more servers.

The custom login page for external users can be created on the AD FS proxy server, which the external users would
access. There is thus no need for additional servers. Thus the minimum number of server we would require is four: two
for

the AD FS farm and two for the AD FS proxy farm.

References:

https://technet.microsoft.com/en-us/library/gg982488.aspx http://blogs.technet.com/b/askpfeplat/archive/2013/07/22/fag-
on-adfs-part-1.aspx

QUESTION 2

You are an administrator for a company. You are planning an Office 365 pilot. The deployment must provide the
following features:

Chat-centered workspaces for collaboration
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A method for users to share files with colleagues

The ability for users to share their calendars with other users in the organization

You need to implement the pilot.

Which Office 365 services should you implement? To answer, select the appropriate options in the answer area.
NOTE; Each correct selection is worth one point.

Hot Area:

s Requirement Office 365 Service

SharePoint Online
Yammer
Chat-centered workspace ©§\ MiciosoR GRougs

0@9 Microsoft Teams
% Skype for Business

%{}?@ SharePoint Online

OneDnive for Business

File sharip _.‘% Exchange Online
@ Microsoft Teams
¢

Yammer

SharePoint Online
OneDnive for Business
Exchange Online
Microsoft Teams
Skype for Business

Calendar sharing

Correct Answer:
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s Requirement Office 365 Service

SharePoint Online
Yammer
Chat-centered workspace ©§ MiciosoR GRougs

0@9 Microsoft Teams
% Skype for Business

N\

o SharePoint Online
@ OneDnive for Business
File shar Exchange Online
% Microsoft Teams
Yammer

e

SharePoint Online
OneDnve for Business
Calendar sharing Exchange Online
Microsoft Teams
Skype for Business

QUESTION 3

You are the Office 365 administrator for your company. You prepare to install Active Directory Federation Services (AD
FS).

You need to open the correct port between the AD FS proxy server and the AD FS federation server.
Which port should you open?

A. TCP 80

B. TCP 135

C. TCP 389

D. TCP 443

E. TCP 636

F. TCP 1723

Correct Answer: D

Secure Sockets Layer (SSL) is used to secure communications between federation servers, clients, Web Application
Proxy, and federation server proxy computers. HTTP over SSL (HTTPS) uses TCP port 443.

QUESTION 4
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Contoso uses Office 365 for collaboration services. You implement single sign-on (SSO) with Office 365 by using Active
Directory Federation Services (AD FS).

You need to implement Windows Azure multi-factor authentication.

Which three actions should you perform? Each correct answer presents part of the solution.

A. On the AD FS federation server, run PhoneFactorAgentSetup.exe.

B. On the AD FS Federation server, run WindowsAzureSDK-x64.exe.

C. On the AD FS Federation server, run the Windows PowerShell cmdlet Register- AdfsAuthenticationProvider.
D. On the AD FS Federation server, run FsConfigWizard.exe.

E. Run the Active Directory Domains and Trusts MMC snap-in. Register Windows Azure Multi-Factor Authentication
Server as an additional authentication provider.

F. Run the Windows Azure Multi-Factor Authentication Server Authentication Configuration Wizard.
Correct Answer: BCF

To implement Windows Azure multi-factor authentication in AD FS, we must install the Windows Azure Multi-Factor
Authentication Server, register it in AD FS and configure multi- factor authentication.

B: The Windows Azure Multi-Factor Authentication Server can be installed by running WindowsAzureSDK-x64.exe.

C: The Register-AdfsAuthenticationProvider cmdlet registers an external authentication provider in Active Directory
Federation Services (AD FS).

F: Run the Windows Azure Multi-Factor Authentication Server Authentication Configuration Wizard to configure multi-
factor authentication.

QUESTION 5

A company plans to deploy an Office 365 tenant. You have two servers named FS1 and FS2 that have the Federation
Service Proxy role service installed.

You must deploy Active Directory Federation Services (AD FS) on Windows Server 2012,

You need to configure name resolution for FS1 and FS2.

What should you do?

A. On FS1 and FS2, add the cluster DNS name and IP address of the federation server farm to the hosts file.

B. On FS1 only, add the cluster DNS name and IP address of the federation server farm to the hosts file.

C. On FS1 only, add the cluster NetBIOS name and IP address of the federation server farm to the LMHOSTS file.

D. On FSland FS2, add the cluster NetBIOS name and IP address of the federation server farm to the LMHOSTS file.
Correct Answer: A

A: To properly configure a federation proxy server, the host file on the federation proxy server must have an entry that
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points to the federation server farm\\'s cluster DNS name and its IP address. This must be performed on all federation
proxy servers.

References: http://office365support.ca/setting-up-adfs-proxy-server-part-1/
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