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QUESTION 1

Which three of the following statements are correct regarding security features available on Cisco Catalyst switches?
(Choose three.) 

A. Port security prevents MAC address flooding. 

B. DHCP snooping prevents rogue DHCP servers from being placed on the network. 

C. IP Source Guard prevents ARP spoofing attacks. 

D. Private VLAN prevents client to client communication. 

E. MACsec provides end-to-end encryption. 

Correct Answer: ABD 

 

QUESTION 2

Which statement about MACsec is true? 

A. MACsec provides Layer 2 hop-by-hop encryption, based on the 802.1AE standard. 

B. Cisco AnyConnect Release 3.0 supports both roles: supplicant and authenticator. 

C. 802.1X protection includes the CMD field, which is used to carry the security group tag value. 

D. MACsec does not work between any MACsec-capable supplicant and authenticator. 

Correct Answer: A 

 

QUESTION 3

Is MACsec supported on all Cisco Catalyst switches? 

A. Yes, it is supported on all switches. 

B. It is supported only on Catalyst 4500-X Series Switches and above. 

C. It is supported only on Catalyst 3560-C Series Switches and above. 

D. It is supported only on Catalyst 6500 Series Switches and Nexus switches. 

Correct Answer: C 

 

QUESTION 4

Which two of the following statements correctly describe Cisco WAAS Mobile? (Choose two.) 
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A. One Cisco WAAS Mobile server can serve up to 10,000 concurrent mobile users. 

B. The Cisco WAAS Mobile client is optimized for smartphones with 3G or 4G connections. 

C. The Cisco WAAS Mobile Server provides up to 1 Gb/s LAN throughput. 

D. The Cisco WAAS Mobile Server is based on a UCS-C series server and provides up to 200 Mb/s WAN throughput. 

Correct Answer: AD 

 

QUESTION 5

Which two secure VPN solutions are valid for teleworkers? (Choose two.) 

A. Cisco AnyConnect VPN 

B. Cisco Port Security VPN 

C. Cisco SSL VPN 

D. Cisco MACsec VPN 

E. Cisco Remote VPN 

Correct Answer: AC 
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