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QUESTION 1

Which two EAP type(s) require a client certificate? (Choose two.)
A. LEAP

B. PEAP

C. EAP-FAST

D. EAP-TLS

E. EAP-MD5

Correct Answer: CD

QUESTION 2

For wireless NAC out-of-band operations, which protocol is used between the Cisco NAC Appliance Manager and the
wireless controller to switch the wireless client from the quarantine VLAN to the access VLAN after the client has
passed the NAC authentication and posture assessment process?

A. RADIUS

B. TACACS+

C. SNMP

D. SSL

E. EAP

Correct Answer: C

QUESTION 3

How should the Cisco Secure ACS v4.2 and the Cisco WLC v7.0 be configured to support wireless client
authentication?

A. The WLC configured for RADIUS and the Cisco Secure ACS configured for RADIUS (Cisco Airespace)

B. The WLC configured for RADIUS and the Cisco Secure ACS configured for RADIUS (IETF)

C. The WLC configured for TACACS+ and the Cisco Secure ACS configured for TACACS+ (Cisco Airespace)
D. The WLC configured for TACACS+ and the Cisco Secure ACS configured for TACACS+ (Cisco 10S)

Correct Answer: A
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QUESTION 4

Many employees are bringing their own devices to work such as those running Apple iOS for iPhones and iPads. Which
three statements correctly describe authentication for these devices? (Choose three.)

A. supports only broadcast networks

B. supports broadcast and hidden networks

C. supports only pre-shared key (pass phrase)

D. supports most EAP types such as EAP-FAST, EAP-TLS, and PEAP
E. supports WPA only

F. supports WEP, WPA, and WPA2

Correct Answer: BDF

QUESTION 5

When deploying wiPS, which protocol is used to communicate between the Cisco WLC v7.0 and the MSE?
A. SNMP

B. HTTPS

C. CAPWAP

D. SOAP and XML

E. NMSP

Correct Answer: E
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