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QUESTION 1

What two settings must be selected under the wireless properties security tab to configure EAP-TLS on a Microsoft
Windows client? (Choose two.)

A. 802.1X

B. Shared

C. WPA2-Personal

D. WPA2-Enterprise

E. Network Security Key

F. Smart Card or other certificate
G. Protected EAP

Correct Answer: DF

QUESTION 2

When using the Microsoft WLAN AutoConfig feature, which 802.1X authentication method is not supported natively by
Windows 77?

A. EAP-TLS
B. EAP-FAST
C. PEAP with MS-CHAPv2 D. PEAP with GTC

Correct Answer: B

QUESTION 3

An engineer is securing the wireless network from vulnerabilities. Which four strategies are recommended for
mitigation? (Choose four.)

A. MFP

B. identity-based networking
C. rogue location

D. EAP-TLS

E. guest monitoring

F. RF profiles
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G. rogue detection
H. password policies

Correct Answer: ACEG

QUESTION 4
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In which three places can certificates be used in a WLAN to provide secure communications? (Choose three.)

A. between client and AP

B. between AP and WLC

C. between client and WLC

D. between client and RADIUS server

E. between WLC and RADIUS server

Correct Answer: BCD

QUESTION 5

On a newly configured wireless network intercontroller communication is failing. Which two ports should be verified as

open? (Choose two.)
A. IP Protocol 97

B. UDP port 16666
C. TCP port 443

D. UDP port 161

E. UDP port 162

F. TCP port 80

Correct Answer: AB
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