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QUESTION 1

Which protocol port(s) need open access when deploying NAC appliances to communicate with the Cisco WLC v7.0 to
move an authenticated user from the quarantine VLAN to the access VLAN? 

A. UDP 16666 

B. UDP 514 

C. UDP 5246 and 5247 

D. UDP 161 and 162 

E. TCP 443 

Correct Answer: D 

 

QUESTION 2

Which feature should an engineer select to implement the use of VLAN tagging, QoS, and ACLs to clients based on
RADIUS attributes? 

A. per-WLAN RADIUS source support 

B. client profiling 

C. AAA override 

D. captive bypassing 

E. identity-based networking 

Correct Answer: C 

 

QUESTION 3

MFP is enabled globally on a WLAN with default settings on a single controller wireless network. Older client devices
are disconnected from the network during a deauthentication attack. What is the cause of this issue? 

A. The client devices do not support CCXv5. 

B. The client devices do not support WPA. 

C. The NTP server is not configured on the controller. 

D. The MFP on the WLAN is set to optional. 

Correct Answer: A 
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QUESTION 4

Which statement describes the major difference between PEAP and EAP-FAST client authentication? 

A. EAP-FAST requires a backend AAA server, and PEAP does not. 

B. EAP-FAST is a Cisco-only proprietary protocol, whereas PEAP is an industry-standard protocol. 

C. PEAP requires a server-side certificate, while EAP-FAST does not require certificates. 

D. PEAP authentication protocol requires a client certificate, and EAP-FAST requires a secure password. 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit. 

A client reports being unable to log into the wireless network, which uses PEAPv2. Which two issues appear in the
output? (Choose two.) 

A. There is a problem with the client supplicant. 

B. The AP has the incorrect RADIUS server address. 

C. The AP has lost IP connectivity to the authentication server. 

D. The EAP client timeout value should be increased. 

E. The authentication server is misconfigured on the controller. 

F. The authentication server is misconfigured in the WLAN. 

Correct Answer: AD 
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