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QUESTION 1

For wireless NAC out-of-band operations, which protocol is used between the Cisco NAC Appliance Manager and the
wireless controller to switch the wireless client from the quarantine VLAN to the access VLAN after the client has
passed the NAC authentication and posture assessment process?

A. RADIUS

B. TACACS+

C. SNMP

D. SSL

E. EAP

Correct Answer: C

QUESTION 2

An engineer has narrowed down an authentication issue to the client laptop. What three items should be verified for
EAP-TLS authentication? (Choose three.)

A. The user account is the same in the certificate.

B. The Subject Key Identifier is configured correctly.

C. The client certificate is formatted as X.509 version 3.
D. Validate server certificate is disabled.

E. The supplicant is configured correctly.

F. The client certificate has a valid expiration date.

Correct Answer: ACE

QUESTION 3

An engineer is configuring the anchor controller for a guest network. What setting in the guest WLAN can be different
from the foreign controllers?

A. VLAN

B. radio policy

C. QOS setting

D. WLAN advanced settings

Correct Answer: A
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QUESTION 4

Refer to the exhibit.

Failed Attempts active.csv [ Refresh ﬂ Download

Reqular Expression Start Date & Time Date & Time Rows per Page

9 p p 9

| [mm/dd/yyyy, hh:mm: ss o m/dd/yyyy, hhimm:ss |50 |
Apply Filter | Clear Filter |

Filtering is not applied.

Ly or
P Author-
Date ¥ Time Message- User-Nabie Group- Call CCess Authen- Author- NAS- NAS-IP

Type Mame Praflle Failure-Code CIL:;: Data Port Address 1

Unknown

08/11/2011 23:22:47 NAS

le 3 (Unkrawn) .. i’ . 10.43.1.10,

What does this Cisco Secure ACS v4.2 log indicate?

A. The WLC is not configured as a client in the Cisco Secure ACS.

B. The WLC is not configured as a server in the Cisco Secure ACS.

C. Incorrect authentication exists between the WLC and Cisco Secure ACS.

D. The wireless client is not configured as a client in the Cisco Secure ACS.

E. Incorrect authentication exists between the wireless client and Cisco Secure ACS.

Correct Answer: A

QUESTION 5

A client is failing EAP authentication and a debug shows that the server is sending an Access-Reject message. Which
action must you take to resolve authentication?

A. Verify that the Validate server certificate on the client is disabled.

B. Verify that the client certificates are from the proper CA and server certificate.
C. Verify that the client server certificate has the proper Windows OIDs.

D. Verify that the user is using the same password that is on the server.

E. Verify that the user account is the same in the client certificate.

Correct Answer: D
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