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QUESTION 1

Match the protocol or port number on the left with the correct protocol or application on the right. (Not all items used.) 

Select and Place: 

Correct Answer: 

 

QUESTION 2

What is the selection hierarchy to which attributes are applied to a clientless SSL VPN use? Drag an attribute policy on
the to the correct priority level within the attribute hierarchy on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 3

Authorization of a clientless SSL VPN defines the actions that a user may perform within a clientless SSL VPN session.
Which statement is correct concerning the SSL VPN authorization process? 
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A. Remote clients can be authorized by applying a dynamic access policy, which is configured on an external AAA
server. 

B. Remote clients can be authorized externally by applying group parameters from an external database. 

C. Remote client authorization is supported by RADIUS and TACACS+ protocols. 

D. To configure external authorization, you must configure the Cisco ASA for cut-through proxy. 

Correct Answer: B 

http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_extserver.html 

 

QUESTION 4

Which three statements concerning keystroke logger detection are correct? (Choose three.) 

A. It requires administrative privileges in order to run. 

B. It runs on Windows and MAC OS X systems. 

C. It detects loggers that run as a process or kernel module. 

D. It detects both hardware- and software-based keystroke loggers. 

E. It allows the administrator to define "safe" keystroke logger applications. 

Correct Answer: ACE 

http://www.cisco.com/en/US/docs/security/csd/csd321/configuration/guide/CSDJfaq.html and
http://www.cisco.com/en/US/docs/security/csd/csd_32/configuration/guide/CSDJtuto.html 

 

QUESTION 5

Some users are having problems connecting via clientless SSL VPN, while other users are experiencing no problems.
What is one possible cause of this issue? 

A. The Cisco ASA identity certificates have not been generated. 

B. SSL version checking is enabled, and clients are connecting with denied versions. 

C. SSL VPN termination is not enabled. 

D. The Cisco ASA identity certificate is not bound to the SSL interface. 

Correct Answer: B 

http://www.cisco.com/web/about/security/intelligence/05_08_SSL-VPN-Security.html 

Host identity verification There is a difference between trusting a user (after passing strong user authentication) and
trusting that user\\'s computer. While the former has traditionally been emphasized, only recently has the latter been
given sufficient attention (see Trusted Platform Module - TPM). As discussed earlier, a Trojan-laden computer defeats
strong user authentication. But a "company computer", which is typically supported and managed according to
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corporate security policies, typically deserves more trust than a "non-company computer". A secure SSL VPN
infrastructure should allow you to verify a remote host\\'s identity by checking on predefined end device parameters.
Examples include registry entries, special files in a specified location, or digital certificates (as a form of device
authentication). The host identity information can be used to make your access permission decisions. 
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