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QUESTION 1

Refer to the exhibit.

tunnel -group BASIC-ANYCONNECT-PROFILE gene@l —attributes
authentication-server-group MY-RADIUS- 5@3
secondary-authentication-server —group-@fi’ ~-LDAP-SVRS

1

tunnel -group BASIC-ANYCONNECT-FPROF, webvpn-attributes
authentication aaa Q‘b

Given the example that is shown, what can you determine?

A. Users are required to perform RADIUS or LDAP authentication when connecting with the Cisco AnyConnect client.
B. Users are required to perform AAA authentication when connecting via WebVPN.

C. Users are required to perform double AAA authentication.

D. The user access identity is prefilled at login, requiring users to enter only their password.

Correct Answer: C

QUESTION 2

Refer to the exhibit.
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The ABC Corporation is changing remote-user authentication from pre-shared keys to certificate-based authentication.
For most employee authentication, its group membership (the employees) governs corporate access. Certain
management personnel need access to more confidential servers. Access is based on the group and name, such as
finance and level_2. When it is time to pilot the new authentication policy, a finance manager is able to access the
department-assigned servers but cannot access the restricted servers.

As the network engineer, where would you look for the problem?

A. Check the validity of the identity and root certificate on the PC of the finance manager.

B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a number that is greater than 10.
C. Check if the Management Certificate to Connection Profile Maps > Rules is configured correctly.

D. Check if the Certificate to Connection Profile Maps > Policy is set correctly.

Correct Answer: D

Cisco ASDM User Guide Version 6.1
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QUESTION 3
SIMULATION A. Please check the explanation

Correct Answer: A
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Scenario _ml IQE
You are the firewall administrator for a small company. The company currently supports SSLVPN for employees only. Your job is to add support for a new group of AnyConnect
SSLVPM users, contractors, on the Cisco ASA, using ASDM. For this exercise, the SSLVPMN Wizard has been deactivated. You will be asked to add a new connection profile, a
new group policy, and a new user account. The detailed information that you will need to complete the configurations is as follo

* Mew connection profile

+ MName: contractor

*  AAA server group: LOCAL

+ Connection Alias: contractor

+  Group URL: hitps:M92.168.4. 2/contractor

+ Mew P address pool .
+ Mame: contractor
= |P address range: 10.0.450/24 - 10.0.4 70/24

+ MNew internal group policy \
+ Name: contractor
+ Associate the new group policy to the contractor connection profile
+  Onlythese two tunneling protocols are permitted: client and client P!
+ Add anew banner: "Welcome Confractors™
+ Local User
+ Name: contractort

* Password: cisco
+ “rontractor1” access restrictions: no ASDM, S console access
+ Lock contractor! user to the contractor conne e

TOPOL3GY i g_@

Admin PC
Cisco ASDM
R

10.0.4.0 —j
1 s

B

-— .-"Rp

Contractor PC Cisco ASA 55
- 192.168.4.0

“\"h p— '1

Explanation: Navigate to:

Address Pools:
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#= Add IP Pool

Mame: contractor

; &
Starting IP Address: 1090
Ending IP Address: QQs.‘m

Subnet Meﬁ%‘

Navigate to:

Connection Profiles ADD

Latest 642-648 Dumps | 642-648 PDF Dumps | 642-648 Study Guide 6/16


https://www.passapply.com/642-648.html
https://www.passapply.com/642-648.html
https://www.passapply.com/642-648.html

VCE & PDF https://www.passapply.com/642-648.html
2021 Latest passapply 642-648 PDF and VCE dumps Download
PassApply.com

B Add 55L VPN Connection Profile

+Basic Paortal Page Cuskomization: b Manage. ..
= #idvanced
LGeneral [ ] Enable the display of Radius Reject-Message on the login screen w h ation is rejected
é—----CIient Addressing
;—----.ﬁ.uthenticatiun Caonneckion Aliases
é....-.ﬁ.utharlzatlcnn & .ﬁ.ddi B Delete

;—----.ﬁ.n:n:n:nunting
=) o flias S

4

Group URLs
i F'-Ijljl I !'_-.—':E-__-r_.:.|

LIRL

Enabled

| Find: |

| @ rex: @ Frevious

(] 4 ][ Zancel ][ Help J

Advanced SSLVPN:

8% Add Group URL

Enabled

| o

Basic: Navigate to:
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B Add 551 YPN Connection Profile

B Name: contractor
= Advanced
..General Aliases: contractor
- Client Addressing ey
- uthentication R
- fukhorization Method: @ ans O Certificate () Both
~-fecounting
LSSL VPN

Abn Server Group:  LOCAL

Client Address Assignment
DHCP Servers: '

Client Address Pools: :-:qntract

Diefault Group Policy
Group Policy:

9

is an attribute of the group policy selected above.)

Enable S5L VPN Client protocol
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B Add Internal Group Policy

T M Mame: |contractor |

S-Servers .

- Advanced Banner: [ Inherit [

Address Pools: [#] Inherit | | Select, .

More Dptions o (&)
Tunneling Protocels: [Jinhert [ C Iasﬁl. VPN [] S50 VPN Clienf []1Psec [[] L2TP/IPsec
Filter: Manage, .
NAC Policy: Manage. .
Access Hours: Manage, ,,
Simultaneous Logins: J
Restrict access to YLAN:
Connection Profile (T : [} Inherik [ contractor ¥ |
Maxdmum Cannect [] Inherit nhmited |
Idle Timeout: [#] Inherit infimited | | minkes

| Find: | Y

Navigate back to:

And update Default Group Policy
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B Edit 551 VPN Connection Profile: contractor

_ﬁ Mame: |contractor
[#-Advanced
Aliases: contrachor
Authentication
Method: (& aan () Certificate () Both

AAA Server Group: | LOCAL

Client Address Assignment
DHCP Servers: '

Client Address Pools: :-:qntract

9

is an attribute of the group policy selected above.)
Enable S5L VPN Client protocol

Diefault Group Policy

Group Policy:

Find:

Navigate to: Then
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8% Add User Account

[=/-4/PH Policy Username: \contractor]
@I--Clientless S5L WPM
[#-55L YPM Client Paceward: e

Confirm Password: | #s*
[ ] User authenticated using MSCHAP

fccess Restriction
Select one of the options below to restrict ASDM, SSH, h?nnso{aac:ess.
Mote: &l users have network access, regardless of (1t A

() Full access{ASDM, S5H, Telnet and C

() CLI login promgt for S5H, T (o ASDM access)
{5) No ASDM, S5H, T
This setti only if AAA authenticate consale command is configurad,

Find:
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8% Add User Account

[=-Clientless S5L WPH

Check an Inherit checkbox ho let the cormesponding setting take its value from the group policy,

https://lwww.passapply.com/642-648.html
2021 Latest passapply 642-648 PDF and VCE dumps Download

Group Policy: []Inherit
~_ustarmization
--Single Signon Tunineling Protocols: Inherit LETR{IPsec
i -Bession Settings -
#1551 PN Client Filter: Inherit Mariage
Tunnel Group Lock: ] inherit
Store Password on Client System: [] Inherit
Connection Settings
Access Hours: Inherit Mariage
Simultanecus Logins: I
Maximurn Connect Time:
Tdle Timeout:
Dedicated IP Address (Opti
IP Address: I v
Find: | @ner @rre
And we have:
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file  Miew Tools Wizards Window  Help Laok For: |

e ol I Il
i CISs¢

Device List. I L~ . Confiquration > Remote Acress VPN > Users > Local Users
g add 'ﬂ Delete Q@’ Carniect
------ A 1079,111.254

S llocalhost:55000

Create entries in the ASA local user datshase.

‘to Authentication.
554...9%'?%#?%%; Sk | Username B Group Policy
jio Dynamic Access Policies

=) Byp Address Assigrment
. ﬂ Assigrnment Policy
B Addrees Posls
) [} Advaniced
{8 Cllertless SSL VPN Access
L[] Connection Profiles
i+ (i Potal
1S Group Policles
Hp Dynamic Access Policles
£2] ’Eﬂ Acvanced
" afaLocal Users
- [ pen Server Graups
L. B¢ LDAP Attribute Map

(72 site-to-sike PN

Command authorization must be enabled in order For the user account privileges tobe enforce a4l

command authcrization, go ko Authotization.

A8 suthentication console commands must be enabled in order For certain accessre .% he erforced. To ensble 484 authentication cormmand qi

Cmamplok | [
[
Edit

‘@} Dierice Management

QUESTION 4

Refer to the exhibit.

AZASLZ0# show vpn-session anyconnect

Uzernate engineerl Ind
Assigned IFP 10.0.4.80 P pC IF
Protocol Clientlezs SS8L-Tunnel Tunnesl
License AnyConnect Premium Py
Encrypticon RC4 AES1Z28 \4 Hashing
Bytezs TH Bytes RH

Group Policy
Login Time

63506 Q
engineering ? Tunnel Group
11:35: 57 UTCé? ul 1 2011

Duraticn Oh:0lm:52= 9

Inactivity Oh: 00m: DD%

MNAZ REesult Unk riomw

VLAN Mapping Static VLAN

P
172. 26, 26. 15

EHAL
17216

contractor

100

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.
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From the information that is shown, where should the engineer navigate to find the prelogin session attributes?

A. "engineering" Group Policy

B. "contractor" Connection Profile

C. "engineerl" AAA/Local Users

D. DfltGrpPolicy Group Policy

Correct Answer: B

http://iwww.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/
guide/acO5hostscanposture.html#wp1039696

QUESTION 5

Match the characteristic on the left with the correct IKE Mode on the right.

Select and Place:

Match the characteristic on the left with the correct IKE IMode on the right.

IPsec Session Keys

Supports dvnamically addressed peers using PSK

D-H Group 2-Default

IPsec SA
D-H Group 1-Default @%
4 N
~
Protects Peer Identity
T
3

L8O IKE Main Mode

L e

~ Y

IKE Aggrassive Mode

IKE Quick Mode

Correct Answer:
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‘ Match the characteristic on the left with the correct IKE Mode on the right.

&

IIKE Main Mode \

_ &
O

Protects Peer Identity

"

D-H Group 1-Default

IKE Aggrassive Mode ‘

Supports dynamically addressed peers using PSK

D-H Group 2-Default

IKE Quick Maode

|Psec Session Keys

IPsec SA
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