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An engineer, while working at a home office, wants to launch the Cisco AnyConnect Client to the corporate offices while
simultaneously printing network designs on the home network.

Without allowing access to the Internet, what are the two best ways for the administrator to configure this application?
(Choose two.)

A. Select the Tunnel All Networks policy.

B. Select the Tunnel Network List Below policy.
C. Select the Exclude Network List Below policy.
D. Configure an exempted network list.

E. Configure a standard access list and apply it to the network list.
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F. Configure an extended access list and apply it to the network list.
Correct Answer: CE

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080702992.shtmi

QUESTION 2

After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IKE policy
parameters. Where is the correct place to tune IKE policy parameters?

A. Cisco IPsec VPN SW Client > Client Profile
B. IPsec User Profile

C. Group Policy

D. IKE Policy

E. Crypto Map

Correct Answer: D

QUESTION 3

Refer to the exhibit.
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Ee enter your username and pa
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For the ABC Corporation, members of the NOC need the ability to select tunnel groups from a drop-down menu on the
Cisco WebVPN login page.

As the Cisco ASA administrator, how would you accomplish this task?

A. Define a special identity certificate with multiple groups, which are defined in the certificate OU field, that will grant the
certificate holder access to the named groups on the login page.
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B. Under Group Policies, define a default group that encompasses the required individual groups that will appear on the
login page.

C. Under Connection Profiles, define a NOC profile that encompasses the required individual profiles that will appear on
the login page.

D. Under Connection Profiles, enable "Allow user to select connection profile.”
Correct Answer: D

Cisco ASDM User Guide Version 6.1 Add or Edit SSL VPN Connections > Advanced > SSL VPN This dialog box lets
you configure attributes that affect what the remote user sees upon login. Fields ?Login Page
Customization--Configures the look and feel of the user login page by specifying which preconfigured customization
attributes to apply. The default is DfltCustomization. ?Manage--Opens the Configure GUI Customization Objects
window. ?Connection Aliases--Lists in a table the existing connection aliases and their status and lets you add or delete
items in that table. A connection alias appears on the user login page if the connection is configured to allow users to
select a particular connection (tunnel group) at login. Add--Opens the Add Connection Alias window, on which you can
add and enable a connection alias. Delete-- Removes the selected row from the connection alias table. There is no
confirmation or undo. ?Group URLs--Lists in a table the existing group URLs and their status and lets you add or delete
items in that table. A group URL appears on the user login page if the connection is configured to allow users to select a
particular group at login. Add--Opens the Add Group URL window, on which you can add and enable a group URL.
Delete--Removes the selected row from the connection alias table. There is no confirmation or undo.

QUESTION 4

Refer to the exhibit.

http:/fserver/homepage/CSCO_WEBVPN USERNAME htm
sshilsshserver/?csco sso=

Which two statements are correct regarding these two Cisco ASA clientless SSL VPN bookmarks? (Choose two.)
A. CSCO_WEBVPN_USERNAME is a user attribute.

B. CSCO_WEBVPN_USERNAME is a Cisco predefined variable that is used for macro substitution.

C. The CSCO_WEBVPN_USERNAME variable is enabled by using the Post SSO plug-in.

D. CSCO_SSO is a Cisco predefined variable that is used for macro substitution.

E. The CSCO_SSO=1 parameter enables SSO for the SSH plug-in.

F. The CSCO_SSO variable is enabled by using the Post SSO plug-in.

Correct Answer: BE
http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html
Introduction to URL Variable Substitution:

Your configuration will most likely require personalized resources that contain the username and password, for example,
in URL lists or in group URLs. URL variable substitution lets the remote user enter username and password credentials

once, when initiating the session, then login automatically to internal resources such as
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Citrix, OWA, Sharepoint, and the internal portal.

Clientless SSL VPN supports the following macro substitutions:

CSCO_WEBVPN_USERNAME--User login name

CSCO_WEBVPN_PASSWORD--Obtained from user login password
CSCO_WEBVPN_INTERNAL_PASSWORD--Obtained from the Internal password field. You can use this field as
Domain for Single Signon operations.

CSCO_WEBVPN_CONNECTION_PROFILE--User login group drop-down (tunnel group alias)
CSCO_WEBVPN_MACRO1--Set via Radius or LDAP vendor specific attribute CSCO_WEBVPN_MACRO2--Set via
Radius or LDAP vendor specific attribute Each time the security appliance recognizes one of these strings in an end-
user

request, it replaces the string with the user-specific value before passing the request to a remote server.

For example, a URL list that contains the link:

http://someserver/homepage/CSCO_WEBVPN_USERNAME.

Html is translated by the security appliance to the following links for SSL VPN USER1 and USERZ2:

http://someserver/homepage/USER1.html

http://someserver/homepage/USER2.html

QUESTION 5

Refer to the exhibit.
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After being with the company for more than six months, Sue is no longer considered a new hire employee. In converting
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her from a new hire to a full-time employee, her SSL VPN address will change from the "Client requested address
10.0.4.120" to a random address from the employee address pool.

To "disable" the 10.0.4.120 IP address, the network administrator should navigate to which Cisco ASDM pane?

A. Connection Profile

B. Group Policies

C. Local Users

D. Address Pools

Correct Answer: C

Users are assigned IP addresses based on the address pool associated with their group. Change group of Sue to use
employee address pool

Add/Edit Tunnel Group > General > Advanced

The Add or Edit Tunnel Group window, General, Advanced dialog box, lets you configure the following
interface-specific attributes:

Interface-Specific Authentication Server Groups—Lets vou configure gifin ce and server group
for authentication.

Interface-Specific Client IP Ad
pool. You can have up to

Interface—Lists available interfaces for selection.

Server Group—Lists authentication server groups availdble fdp this interface.

Use LOCAL if server group fails—Enables or dis Iesa ack to the LOCAL database if the
server group fails.

Add—Adds the association between the se ble interface and the authentication

server group to the assigned list.
Remove—Moves the selected interf thentication server group association from the

assigned list to the available list.

Interface/Server Group/Us how the selections you have added to the assigned list.

ols—-Lets you specify an interface and Client IP address

Interface—Lists t e interfaces to add.

Address Pool—

ress pools available to associate with this interface.

ciation between the selected available interface and the client [P address
ed list.

Interface/Address Pool—Shows the selections you have added to the assigned list.
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