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QUESTION 1

On the right, a permanent (P) or temporary (T) license is added to a Cisco ASA 5520. The merged license result in new
capabilities for the Cisco ASA 5520. Drag the new resultant license on the left to the merging licenses on the right.

Select and Place:

Onthe right. & permanent (P) or temporary (T) license is added to a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licenszs on the right.
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Correct Answer:
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Onthe right. & permanent (P) or temporary (T) license is added to a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licenszs on the right.
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QUESTION 2
Refer to the exhibit.
AZALLZ20# show vwpn-session anyconnect
U=zernatme : engineerl Ind 7B
Azssigned IP 10.0.4.80 B p IP 172.268.26. 15
Protocol Clisntleszs SS8L-Tunnel Tunnel
License AnyConnect Premium Py
Encryption RC4 AES1ZE \*Hashing SHAL
Bytez Tu 63506 Bytesz EREu 17216

Group Policy
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

engineering

Ll r3 bk UTCé?QJul = o 1

Oh:0lm:52=
Oh:00m:00
Unk ricm
Static

Tunnel Group

&y

WLAN

contractor

NREE

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.

From the information that is shown, where should the engineer navigate to find the prelogin session attributes?

A. "engineering" Group Policy
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B. "contractor" Connection Profile
C. "engineerl" AAA/Local Users
D. DfltGrpPolicy Group Policy
Correct Answer: B

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/
guide/acO5hostscanposture.html#wp1039696

QUESTION 3

Refer to the exhibit.

Rule Priority Mapped to Connection Profile
15 nnat

AR CAACACARASISOAY r OOESEEERCICEIIIAM MO MER I‘H!,,,...:.L'l!.‘.-|||-|'-"Z'.;Q“"'||...;i|||||||||||||||||||||||||||||||||||||||||

ke

ik oerakor Walue

dmnmmmmmnwmme i et il i

r‘[jppr-"lj .II"|I i'—l DNreC I'i on F l:h:r—

AR AR |||""||||. ||||||||l|||||||l|||||||L,l stietsmna LTI

101 r-|||r||| ==

AR IRIEE AR !!‘.“.,'HHZZZ'JJ__ i i _' l|||||||||||||||||||||||||||||||||,m -‘-1|||||||||||||||||
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You have configured two SSL VPN Certificate to Connection Profile Maps for all employee and management users. The
Connection Profiles for the management users are not being applied when the "management” users connect.

Based on the configuration that is shown, what is the most likely cause of this issue?
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A. The rule priority of the employee mapping is not low enough, and it needs to be lowered to 1.

B. The priority of the employee mapping is too low, and it needs to be increased, but not higher than the rule priority of
the management mapping.

C. The priority of the management mapping is too high, and it needs to be lower than the rule priority of the employee
mapping.

D. The matching criteria for the management mapping is too specific, and the CN matching parameter should be
removed.

Correct Answer: C

ASDM user guide p[age 35 52 Use the Add/Edit Certificate Matching Rule dialog box to assign the name of a list (map)
to a connection profile. Fields ?Map--Choose one of the following: - Existing--Select the name of the map to include the
rule. New--Enter a new map name for a rule. ?Rule Priority--Type a decimal to specify the sequence with which the
security appliance evaluates the map when it receives a connection request. For the first rule defined, the default priority
is 10. The security appliance evaluates each connection against the map with the lowest priority number first. ?Mapped
to Connection Profile--Select the connection profile, formerly called a "tunnel group,” to map to this rule. If you do not
assign a rule criterion to the map, as described in the next section, the security appliance ignores the map entry.

atching rule criterion

MR A Group

W alue C Cperabor

I Equals

QUESTION 4

When deploying clientless SSL VPN advanced application access, the administrator needs to collect information about
the end-user system. Which three input parameters of an end-user system are important for the administrator to
identify? (Choose three.)

A. types of applications and application protocols that are supported

B. types of encryption that are supported on the end-user system

C. the local privilege level of the remote user

D. types of wireless security that are applied to the end-user tunnel interface

E. types of operating systems that are supported on the end-user system

F. type of antivirus software that is supported on the end-user system
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Correct Answer: ACE

When enabling port forwarding, the SSL VPN gateway will modify the hosts file on the PC of the remote user. Some
software configurations and software security applications will detect this modification and prompt the remote user to
select "Yes" to permit. To permit the modification, the remote user must have local administrative privileges. To securely
access resources on a private network behind an SSL VPN gateway, the remote user of an SSL VPN service must have
the following: ?;Thin Clien"; support used for TCP port-forwarding applications requires administrative privileges on the
computer of the remote user. ?;Tunnel mod"; for Cisco SSL VPN requires administrative privileges for initial installation
of the full tunnel client. ?The remote user must have local administrative privileges to use thin client or full tunnel client
features. Operating system support ?Microsoft Windows 2000, Windows XP, or Windows Vista ?Macintosh OS X 10.4.6
?Linux (Redhat RHEL 3.0 +, FEDORA 5, or FEDORA 6) SSL VPN-supported browser--The following browsers have
been verified for SSL VPN. Other browsers might not fully support SSL VPN features.

QUESTION 5

In Cisco ASDM v6.4, what are four ways to implement single sign-on (SSO)? (Choose four.)
A. Use SSO for smart tunnels.

B. Use Kerberos SSO.

C. Use the HTTP Form protocol.

D. Use a dedicated SSO server.

E. Use SSO for application plug-ins.

F. Use auto sign-on for servers that do not require authentication credentials.

Correct Answer: ACDE

The security appliance can use the HTTP Form protocol for single sign-on (SSO) authentication of WebVPN users only.
Single sign-on support lets WebVPN users enter a username and password only once to access multiple protected
services and Web servers. The WebVPN server running on the security appliance acts as a proxy for the user to the
authenticating server. When a user logs in, the WebVPN server sends an SSO authentication request, including
username and password, to the authenticating server using HTTPS. If the server approves the authentication request, it
returns an SSO authentication cookie to the WebVPN server. The security appliance keeps this cookie on behalf of the
user and uses it to authenticate the user to secure websites within the domain protected by the SSO server. In addition
to the HTTP Form protocol, WebVPN administrators can choose to configure SSO with the HTTP Basic and NTLM
authentication protocols (the auto-signon command), or with Computer Associates eTrust SiteMinder SSO server
(formerly Netegrity SiteMinder) as well. For an in-depth discussion of configuring SSO with either HTTP Forms, auto-
signon or SiteMinder, The Auto Signon window or tab lets you configure or edit auto signon for users of Clientless SSL
VPN. Auto signon is a simplified single signon method that you can use if you do not already have an SSO method
deployed on your internal network. With auto signon configured for particular internal servers, the security appliance
passes the login credentials that the user of Clientless SSL VPN entered to log in to the security appliance (username
and password) to those particular internal servers. You configure the security appliance to respond to a specific
authentication method for a particular range of servers. The authentication methods you can configure the security
appliance to respond to consists of authentication using Basic (HTTP), NTLM, FTP and CIFS, or all of these methods.
Auto signon is a straight-forward method for configuring SSO for particular internal servers. This section describes the
procedure for setting up SSO with auto signon. If you already have SSO deployed using Computer Associates\\
SiteMinder SSO server, or if you have Security Assertion Markup Language (SAML) Browser Post Profile SSO,
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