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QUESTION 1

Refer to following Exhibit and answer the following question below:

| ]
Click the grey buttons at the bottom of this frame to view the different windows.
Windows can be minimized and repositioned. You can also reposition a window, aging it by the title bar.
The "Tab”™ key and most commands that use the Control or Escape keys supported and are not needed to complete
this simulation. ;
(=1

You are the firewall administrator far a small company. The co
YPM via a Cisco ASA 5520. This morning, your manager s
* the Cisco ASA ASDM, your job is to navigate the preconfi

rrently supports remote-access S5L VPN and IPsec
U with a list of Cisco ASA configuration questions. Using
Cisco ASDM to find the answers to the questions.

IPsec VFN
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m Group Policies
IPsec(IKEvl) Comnection Profiles
Secure Mobility Solution

Advanced
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AAA Server Groups
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] Local Users
Host Scan Irmage
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fi#' DHCP Server
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& Device Setup

@1 Firewall

A. Cisco Any Connect VPN

B. Clientless VPN

Configuration > Remote Access YPN = Network

Client) Access > AnyC

Security (DT.5) tunneling options

Bccess Intertates -

551 access musk be enabled if vou allow AnyCo

S5L Access
Inkerface
Allow fecess
IuJL:idn:
|
o2 [l

firside
|

The security appliance aukomatically deploys the Cisco AnvConnect YPM Clig
end-user administrative rights, The Cisco AnvConnect YPN Client suppor @

Enable Cisco AnyConnect WP Client access on the int:

ected i the table below

& launched from a browser (Web Launch) .

IPsec {IKEwZ) Access
Allow Access

O
i
O

Enable Client Services

Login Fage Setting -
Allow user ta s

[ Shukdov gt age.

Conech

Edit| [ Delete|

file (kunnel groap) specifies how user is authenticated and other pararreters,

users uzon connection. The nitial client deployment require
Ev2) bunniel as well as 5501 bunnel with Datagramn Transport Laye

Device Certiicate
Part Szthings ..

ion profile, identified by its alias, on the login page. Otherwise, CefaultwebYPNGroup will be the connection profile.

C. Cisco Any Connect VPN and clientless VPN

D. Cisco Any Connect VPN, clientless VPN, and IPsec VPN

Correct Answer: C

QUESTION 2

A. IPsec user profile
B. Crypto Map

C. Group Policy

D. IPsec Policy

E. IKE Policy

Correct Answer: B

ame | 5L Enabica | IPace Enabled |Alin.:3c=3 | Authentication Mcthad | eroup rol
DefaultRAGroup | AN | AAALOCAL) DftGrpPo
De fautWEBWPNGroup Kl Ly AAALOCAL) DfittGrpPo
R wl 1 L AL AN PR OB RS
After providing the correct VPN login credentials, user, contractorl, is enabled to use which VPN access type?
After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IPsec policy
parameters. Where is the correct place to tune the IPsec policy parameters in Cisco ASDM?
3/6
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QUESTION 3

What is a valid reason for configuring a list of backup servers on the Cisco AnyConnect VPN Client profile?
A. to access a backup authentication server

B. to access a backup DHCP server

C. to access a backup VPN server

D. to access a backup CA server

Correct Answer: C

QUESTION 4

Refer to the exhibit.

UserPassword= EnableBackup=0
enc_lUserPassword=1443AE995748224AE . B arver=
Description= MSLogon=1
Host=192 1684 2w A LogonType=0
AuthType=1 B CEnabIENat =1
GroupName=outside @ TunnelingMode =0

GroupPwd= \ TCPTunnelingPort = 10000
enc_Gmuprd:14¢3AE995T43224AF?RHFQ CerStare = 0

EnablelSPConnect=0 CertMame=
ISPConnectTvpe=0 CertPath=

ISPConnect=BluetoothConnetcion g‘ CertSubjectName=

ISPCommand= CertSerialHash=000000000000
Username=vpnuser SendCertChain=0
SaveldserFassword=1 C PeerTimeout=90

MTDomain= EnablelLocallLAM=0

A network administrator is duplicating a VPN client profile to send out to all members of the finance group. Three
parameters might have been configured incorrectly. For each three letters, choose the correct answer. (Choose three.)

A. A-Remote Client IP Address

B. A-ASA Outside Interface IP Address

C. B-Pre-Shared Keys Authentication Type
D. B-Digital Certificate Authentication Type
E. C-Save Password enabled

F. C-Save Password disabled
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Correct Answer: BCE

QUESTION 5

Which three Host Scan checks on a remote endpoint can you configure Cisco Secure Desktop to perform? (Choose
three.)

A. registry checks

B. user rights checks

C. group policy objects checks
D. file checks

E. virus software checks

F. process checks

Correct Answer. ADF
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