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QUESTION 1

Which Cisco ASA SSL VPN feature provides support for PCI compliance by allowing for the validation of two sets of
username and password credentials on the SSL VPN login page? 

A. Single Sign-On 

B. Certificate to Profile Mapping 

C. Double Authentication 

D. RSA OTP 

Correct Answer: C 

 

QUESTION 2

An engineer, while working at a home office, wants to launch the Cisco AnyConnect Client to the corporate offices while
simultaneously printing network designs on the home network. 

Without allowing access to the Internet, what are the two best ways for the administrator to configure this application?
(Choose two.) 

A. Select the Tunnel All Networks policy. 

B. Select the Tunnel Network List Below policy. 

C. Select the Exclude Network List Below policy. 

D. Configure an exempted network list. 

E. Configure a standard access list and apply it to the network list. 

F. Configure an extended access list and apply it to the network list. 

Correct Answer: CE 

 

QUESTION 3

Which statement is true regarding Cisco ASA stateful failover? 

A. It is recommended to share the failover link with the inside interface for security purposes. 

B. The failover link is encrypted by default to protect eavesdropping. 

C. VPN users must reauthenticate, even though the connection remains established. 

D. Clientless features, such as smart tunnels and plug-ins, are not supported. 

Correct Answer: D 
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QUESTION 4

Refer to the exhibit. 

In the CLI snippet that is shown, what is the function of the deny option in the access list? 

A. When set in conjunction with outbound connection-type bidirectional, its function is to prevent the specified traffic
from being protected by the crypto map entry. 

B. When set in conjunction with connection-type originate-only, its function is to instruct the Cisco ASA to deny specific
inbound traffic if it is not encrypted. 

C. When set in conjunction with outbound connection-type answer-only, its function is to instruct the Cisco ASA to deny
specific outbound traffic if it is not encrypted. 

D. When set in conjunction with connection-type originate-only, its function is to cause all IP traffic that matches the
specified conditions to be protected by the crypto map. 

Correct Answer: A 

 

QUESTION 5

Match the protocol or port number on the left with the correct protocol or application on the right. (Not all items used.) 

Select and Place: 

Correct Answer: 
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