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QUESTION 1

With SCEP enabled in a Cisco AnyConnect Connection Profile, what additional configuration step must you do when
using Cisco ASA 8.4 software?

A. Configure local authentication prior to the enrollment process.

B. Configure the client to poll the CA for a response to the certificate request.
C. Configure the location of the CA server.

D. Configure the profile to inherit the SCEP forwarding URL.

Correct Answer: C

QUESTION 2

Which statement is true about configuring the Cisco ASA for Active/Standby failover?
A. All versions of Cisco ASA software need to have the same licensing on both devices.
B. Both devices perform load sharing until a failure occurs.

C. All VPN-related configurations and files are automatically replicated.

D. VPN images, profiles, and plug-ins must be manually provisioned to both devices.

Correct Answer: D

QUESTION 3

In Cisco ASDM v6.4, what are four ways to implement single sign-on (SSO)? (Choose four.)
A. Use SSO for smart tunnels.

B. Use Kerberos SSO.

C. Use the HTTP Form protocol.

D. Use a dedicated SSO server.

E. Use SSO for application plug-ins.

F. Use auto sign-on for servers that do not require authentication credentials.

Correct Answer: ACDE

QUESTION 4
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Match the action on the left with the correct SSL VPN Portal Navigation button on the right.

Select and Place:

Iatch ‘he action on the left wih the correct SSL VPN Portal Page Navigation button on the right.

granted iccess

Ta zccess files in your netwerk to which you have been

@Neb Application button
0

Ta access the Ciscc AnyConnect client

\ %O Browse Newarks button

Tao access snart tunnels

Application Access button

Metwork Access button

ov
Ta access plug-n applicationﬁ

&b =
vl

VMNC Conneclions bullon

To access only administator cefined corporate resources

Correct Answer:

Iatch the action on the left wih the correct SSL VPN Portal Page Navigation button on the right.

@To access plug4n applications
f’f”n@)

To eccess files in your netwerk to which you have been
granted access

Ta access smart tunnels

To access the Ciscc AnyConnect client

To access only administator defined corporate resources

QUESTION 5

What is a valid reason for configuring a list of backup servers on the Cisco AnyConnect VPN Client profile?

A. to access a backup authentication server
B. to access a backup DHCP server

C. to access a backup VPN server
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D. to access a backup CA server

Correct Answer: C
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