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QUESTION 1

Which two types of digital certificate enrollment processes are available for the Cisco ASA security appliance? (Choose
two.)

A. LDAP
B. FTP
C.TFTP
D. HTTP
E. SCEP
F. Manual

Correct Answer: EF

QUESTION 2

ABC Corporation has hired a temporary worker to help out with a new project. The network administrator gives you the
task of restricting the internal clientless SSL VPN network access of the temporary worker to one server with the IP
address of 172.26.26.50 via HTTP.

Which two actions should you take to complete the assignment? (Choose two.)

A. Configure access-list temp_acl webtype permit url http://172.26.26.50.

B. Configure access-list temp_acl_stand_ACL standard permit host 172.26.26.50.

C. Configure access-list temp_acl_extended extended permit http any host 172.26.26.50.

D. Apply the access list to the temporary worker Group Policy.

E. Apply the access list to the temporary worker Connection Profile.

F. Apply the access list to the outside interface in the inbound direction.

Correct Answer: AD

QUESTION 3

Refer to the exhibit.
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AZSALEZ0# show vpn-session anyconnect

U=ernames : engineerl Ind : 7B
Azzigned IP : 10.0.4.80 P i IP : L2 .Ph. 26015
Protocol : Clientless 33L-Tunnel Tunnel

License : AnyConnect Premium Py

Encrypticon : RC4 AES1ZS8 \* Hashing : BHAL

Bvtez TxH : B3506 Bvtesz Ex : 17E1le
Group Policy @ engineering Tunnel Group : contractor
Login Time O 5 Sl hr R 6 ) Jul 1 2011

Duration : Oh:0lm:52s g

Inactivity : 0Oh:00m: DD@

NAC EREesult : Unknow

VLAN Mapping : Static VLAN : 108

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.

From the information that is shown, where should the engineer navigate to find the prelogin session attributes?
A. "engineering" Group Policy

B. "contractor" Connection Profile

C. "engineerl" AAA/Local Users

D. DfltGrpPolicy Group Policy

Correct Answer: B

QUESTION 4

When using clientless SSL VPN, you might not want some applications or web resources to go through the Cisco ASA
appliance. For these application and web resources, as a Cisco ASA administrator, which configuration should you
use?

A. Configure the Cisco ASA appliance for split tunneling.

B. Configure network access exceptions in the SSL VPN customization editor.

C. Configure the Cisco ASA appliance to disable content rewriting.

D. Configure the Cisco ASA appliance to enable URL Entry bypass.

E. Configure smart tunnel to bypass the Cisco ASA appliance proxy function.

Correct Answer: C

QUESTION 5

Which statement is correct regarding IKEv2 when implementing IPsec site-to-site VPNs?
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A. IKEv2 should be configured with a higher priority over IKEv1 policies within the same tunnel group.
B. IKEV2 crypto maps can be configured to inherit IKEv1 parameters, if configured.

C. IKE v1 and IKEv2 can coexist in the same tunnel group, with fallback to IKEv1 if the remote endpoint does not
support IKEv2.

D. IKEv2 can be configured to support multiple peers.

Correct Answer: C
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