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QUESTION 1

The software-based Cisco IPsec VPN Client solution uses bidirectional authentication, in which the client authenticates
the Cisco ASA, and the Cisco ASA authenticates the user. Which three methods are software-based Cisco IPsec VPN
Client to Cisco ASA authentication methods? (Choose three.) 

A. Unified Client Certificate authentication 

B. Secure Unit authentication 

C. Hybrid authentication 

D. Certificate authentication 

E. Group authentication 

Correct Answer: CDE 

 

QUESTION 2

Your IT department needs to run a custom-built TCP application within the clientless SSL VPN tunnel. The network
administrator suggests running the smart tunnel application. Which three statements concerning smart tunnel
applications are true? (Choose three.) 

A. They support active FTP and other RTSP-based applications. 

B. They do not require administrator privileges on the remote system. 

C. They require the enabling of port forwarding. 

D. They are supported on Windows and MAC OS X platforms. 

E. They support native client applications over SSL VPN. 

F. They require the modification of the Host file on the end-user PC. 

Correct Answer: BDE 

 

QUESTION 3

Which statement about CRL configuration is correct? 

A. CRL checking is enabled by default. 

B. The Cisco ASA relies on HTTPS access to procure the CRL list. 

C. The Cisco ASA relies on LDAP access to procure the CRL list. 

D. The Cisco Secure ACS can be configured as the CRL server. 

Correct Answer: C 
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QUESTION 4

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose three characteristics
of DTLS. (Choose three.) 

A. It uses TLS to negotiate and establish DTLS connections. 

B. It uses DTLS to transmit datagrams. 

C. It is disabled by default. 

D. It uses TLS for data packet retransmission. 

E. It replaces underlying transport layer with UDP 443. 

F. It uses TLS to provide low-latency video application tunneling. 

Correct Answer: ABE 

 

QUESTION 5

A remote user who establishes a clientless SSL VPN session is presented with a web page. The administrator has the
option to customize the "look and feel" of the page. What are three components of the VPN Customization Editor?
(Choose three.) 

A. Application page 

B. Logon page 

C. Networking page 

D. Logout page 

E. Home page 

F. Portal page 

Correct Answer: BDF 
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