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QUESTION 1

While configuring a new clientless SSL VPN group in Cisco ASDM, the administrator chooses to accept a number of the
default parameter values. The administrator decides to view the actual value for the parameter, rather than just checking
the inherit box.

Under which default group can the administrator verify the default value for the group parameter?

A. DefaultRAGroup

B. Default WEBVPNGroup

C. DfitGrpPolicy

D. DefaultSVCGroup

Correct Answer: C

QUESTION 2

When troubleshooting a site-to-site IPsec VPN deployment, you see a QM FSM message. What is the most likely cause
of this message?

A. The Quick Mode timers have expired.

B. There are mismatched proxy identities.

C. Forward Secrecy Mode has failed.

D. IKE Phase 1 has failed authentication due to mismatched DH groups.

Correct Answer: B

QUESTION 3

Refer to the exhibit.

access-list outside_cryptomap_1 line 1 extended degp tcp any host 10.0.4.4 eq https
access-list outside_cryptomap_1 line 1 extended pgrmit tcp any host 10.0.4.0 255.255.255.0 eq https
crypto map outside_map 1 match address outsq' _cryptomap_1

In the CLI snippet that is shown, what is the function of the deny option in the access list?

A. When set in conjunction with outbound connection-type bidirectional, its function is to prevent the specified traffic
from being protected by the crypto map entry.

B. When set in conjunction with connection-type originate-only, its function is to instruct the Cisco ASA to deny specific
inbound traffic if it is not encrypted.

C. When set in conjunction with outbound connection-type answer-only, its function is to instruct the Cisco ASA to deny
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specific outbound traffic if it is not encrypted.

D. When set in conjunction with connection-type originate-only, its function is to cause all IP traffic that matches the
specified conditions to be protected by the crypto map.

Correct Answer: A

QUESTION 4

Refer to the exhibit.
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The ABC Corporation is changing remote-user authentication from pre-shared keys to certificate-based authentication.
For most employee authentication, its group membership (the employees) governs corporate access. Certain
management personnel need access to more confidential servers. Access is based on the group and name, such as
finance and level_2. When it is time to pilot the new authentication policy, a finance manager is able to access the
department-assigned servers but cannot access the restricted servers.

As the network engineer, where would you look for the problem?

A. Check the validity of the identity and root certificate on the PC of the finance manager.

B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a number that is greater than 10.

C. Check if the Management Certificate to Connection Profile Maps > Rules is configured correctly.

D. Check if the Certificate to Connection Profile Maps > Policy is set correctly.
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Correct Answer: D

QUESTION 5

Refer to the exhibit.

_ Configuration > Remoke Access YPN = AAn_,-"LucaI Users = Local Users O

Create entries in the ASA local user database. &

Command autharization must be enabled in arder For the user account privileges tG enforced, Ta enable command autharizakion, go ko
Authorization, Y

AAA authentication console commands must be enabled in order for ce \cess reskrictions ko be enforced. To enable A48 authentication
command go bo Aukhentication,

sername Privilege Level (Role) i Ens VPN Group Palicy WPM Group Lock | Add
: employee - Inhetit Group Polic,.. | 5
rnanagernent -- Inherit Group Palic, .. |

manager1 z2

conkrackor 15 q -- Inherit Group Policy -- -- Inherit Group Polic, .. |
Mo BSDM/CLT o

| conkrackor1 2 new_hire -~ Inherit Group Polic

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel?

A. full restrictions (no Cisco ASDM, no CLlI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Correct Answer: D
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