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QUESTION 1

Select and Place:

‘ Click and drag the Cisco IPS module on the left to the correct device that it supports on the right. ‘
9@
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Correct Answer:

Click and drag thz Cisco IPS module on the left to the correct device that it supports on the right.
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QUESTION 2

Which Cisco IPS appliance feature is best used to detect these two conditions? 1) The network starts becoming
congested by worm traffic. 2) A single worm-infected source enters the network and starts scanning for other vulnerable
hosts.

A. global correlation

B. anomaly detection

C. reputation filtering

D. custom signature

E. meta signature

F. threat detection

Correct Answer: B

http://www.cisco.com/en/US/docs/security/security_management/cisco_security_manager/security
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_manager/4.0/user/guide/ipsanom.html

Anomaly detection identifies worm-infected hosts by their behavior as a scanner. To spread, a worm virus must find new
hosts. It finds them by scanning the Internet using TCP, UDP, and other protocols to generate unsuccessful attempts to
access different destination IP addresses. A scanner is defined as a source IP address that generates events on the
same destination port (in TCP and UDP) for too many destination IP addresses.

QUESTION 3

Refer to the exhibit of a partial Cisco IPS appliance CLI configurations, what is the purpose of the access-list CLI
command?

I

service host
network-settings

host-ip 172.26.26.53/24 172.25
host-name ips

access-list 172.26.26.0/24 § &
| output omitted

A. to define network objects that are used for IPS policy application

B. to specify which traffic will be analyzed on the sensing interfaces of the IPS sensor

C. to configure manually blocked IP addresses

D. to specify trusted management IP addresses for SSH and HTTPS access to the IPS appliance

Correct Answer: D

QUESTION 4

Which two IPS appliance configuration options are used in conjunction with the attack relevance rating feature?
(Choose two.)

A. OS mappings

B. OS risk category levels
C. passive OS fingerprinting
D. OS target value rating

E. OS event action filter

F. OS event action override
Correct Answer: AC

http:/iwww.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/prod_white_paper09
00aecd80191021.html
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QUESTION 5

Select and Place:

Click and drag the rating or weight on the left to the correct description on the night.

indicates how acgurately the signature detects the
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assoc ated with the Management Center for
Cisco Security Agent

Correct Answer:
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‘ Click and drag the rating or weight on the left to the correct description on the right.
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