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QUESTION 1

In a centralized Cisco IPS appliance deployment, it may not be possible to connect an IPS appliance to every switch or
segment in the network. So, an IPS appliance can be deployed to inspect traffic on ports that are located on multiple
remote network switches. In this case, which two configurations required? (Choose two.)

A. IPS promiscuous mode operations

B. in-line IPS operations

C. RSPAN

D. SPAN

E. HSRP

F. SLB

Correct Answer: AC

RSPAN aznd promiscuous From Chip: No specific reference --- is in Videos from CBT

QUESTION 2

Which two Cisco IPS modules support sensor virtualization? (Choose two.)
A. AIP-SSM

B. AIP-SSC

C.IPS AIM

D. IPS NME

E. IDSM-2

Correct Answer: AE

http://my.safaribooksonline.com/book/certification/ccnp/9780132372107/using-cisco-ips-virtual- sensors/ch20levlsec5

QUESTION 3

Which Cisco IPS appliance feature is best used to detect these two conditions? 1) The network starts becoming
congested by worm traffic. 2) A single worm-infected source enters the network and starts scanning for other vulnerable
hosts.

A. global correlation

B. anomaly detection

C. reputation filtering
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D. custom signature
E. meta signature
F. threat detection
Correct Answer: B

http://www.cisco.com/en/US/docs/security/security_management/cisco_security_manager/security
_manager/4.0/user/guide/ipsanom.html

Anomaly detection identifies worm-infected hosts by their behavior as a scanner. To spread, a worm virus must find new
hosts. It finds them by scanning the Internet using TCP, UDP, and other protocols to generate unsuccessful attempts to

access different destination IP addresses. A scanner is defined as a source IP address that generates events on the
same destination port (in TCP and UDP) for too many destination IP addresses.

QUESTION 4

From Cisco Security Manager, which external component or service is used to access in-depth signature information?
A. Cisco SensorBase

B. Cisco Security MARS

C. Cisco IntelliShield Service

D. ScanSafe Service

Correct Answer: C

http://www.cisco.com/en/US/services/ps2827/ps6834/services_overview0900aecd803e85ee.pdf

QUESTION 5

Select and Place:
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Click and drag the IPS deployment mode on the left to the correct description on the right.
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(\]' single LAN switch.
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traffic fo a sensing interface of the Cisco INS
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o TRUEAEN
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promiscuous mode

Correct Answer:

Click and drag the IPS deployment mode on the left to the correct description on the right.

@um VLAN pairs
o)

D> 4
) \\%@ inline VLAN groups

Q

seleclive inline analysis

inline interface pair

promiscuous mode
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