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QUESTION 1

Which two Cisco ASA licensing features are correct with Cisco ASA Software Version 8.3 and later? (Choose two.) 

A. Identical licenses are not required on the primary and secondary Cisco ASA appliance. 

B. Cisco ASA appliances configured as failover pairs disregard the time-based activation keys. 

C. Time-based licenses are stackable in duration but not in capacity. 

D. A time-based license completely overrides the permanent license, ignoring all permanently licensed features until the
time-based license is uninstalled. 

Correct Answer: AC 

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/product_bulletin_c 25-593781.html 

Time-based license stacking: Customers can extend time-based licenses such as Botnet Traffic Filter and SSL VPN
Burst by applying multiple licenses. Licensing of high-availability pairs: For several features, the requirement to deploy
identical licenses on the standby unit in a high-availability pair has been removed. 

Security Plus licenses must still be purchased for both the Active and Standby units. 

 

QUESTION 2

Which two configurations are the minimum needed to enable EIGRP on the Cisco ASA appliance? (Choose two.) 

A. Enable the EIGRP routing process and specify the AS number. 

B. Define the EIGRP default-metric. 

C. Configure the EIGRP router ID. 

D. Use the neighbor command(s) to specify the EIGRP neighbors. 

E. Use the network command(s) to enable EIGRP on the Cisco ASA interface(s). 

Correct Answer: AE 

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008086eb d2.shtml 

!EIGRP Configuration - the CLI configuration is very similar to the !Cisco IOS router EIGRP configuration. 

 

QUESTION 3

Which feature is not supported on the Cisco ASA 5505 with the Security Plus license? 

A. security contexts 

B. stateless active/standby failover 
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C. transparent firewall 

D. threat detection 

E. traffic shaping 

Correct Answer: A 

 

QUESTION 4

Which flags should the show conn command normally show after a TCP connection has successfully been established
from an inside host to an outside host? 

A. aB 

B. saA 

C. sIO 

D. AIO 

E. UIO 

F. F 

Correct Answer: E 

 

 

QUESTION 5

What is the first configuration step when using Cisco ASDM to configure a new Layer 3/4 inspection policy on the Cisco
ASA? 

A. Create a new class map. 

B. Create a new policy map and apply actions to the traffic classes. 

C. Create a new service policy rule. 

D. Create the ACLs to be referenced by any of the new class maps. 

E. Disable the default global inspection policy. 

F. Create a new firewall access rule. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/user/guide/svcrules.html#wp11619 Default Global Policy 

By default, the configuration includes a policy that matches all default application inspection traffic and applies certain
inspections to the traffic on all interfaces (a global policy). Not all inspections are enabled by default. 
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You can only apply one global policy, so if you want to alter the global policy, you need to either edit the default policy or
disable it and apply a new one. (An interface policy overrides the global policy.) 

Service policies provide a consistent and flexible way to configure security appliance features. For example, you can
use a service policy to create a timeout configuration that is specific to a particular TCP application, as opposed to one
that 

applies to all TCP applications. Configuring a service policy consists of adding one or more service policy rules per
interface or for the global policy. For each rule, you identify the following elements: 

1.

 Identify the interface to which you want to apply the rule, or identify the global policy. 

2.

 Identify the traffic to which you want to apply actions. You can identify Layer 3 and 4 through traffic. 

3.

 Apply actions to the traffic class. You can apply multiple actions for each traffic class. 
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