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QUESTION 1

What are two advantages of IKEv2 and Cisco FlexVPN? (Choose two.) 

A. IKEv2 is backwards compatible with IKEv1. 

B. Cisco FlexVPN supports interoperability, dynamic routing, direct spoke-to-spoke communication, remote access,
source failover, per-peer QoS, and Full AAA management. 

C. IKEv2 consolidates several VPN key management features and standards into one new standard. 

D. The anticlogging cookie feature from IKEv1 has been improved. 

E. IKEv2 uses IP protocol numbers 50 and 51. 

Correct Answer: BC 

 

QUESTION 2

Which two statements about the Cisco IronPort Email Security architecture are true? (Choose two.) 

A. A key component of the Cisco IronPort Email Security architecture is the compromised domain list. 

B. A key component of the Cisco IronPort Email Security architecture is the HTTP Inspection Engine. 

C. Inbound security includes spam defense and virus defense. 

D. Inbound security includes secure messaging via SSH, S-MIME, and POP over TLS. 

E. Outbound control includes data loss prevention and secure messaging. 

Correct Answer: CE 

 

QUESTION 3

A customer wants to use the Cisco ASA for a VPN to interconnect the central site and three branches. Which type of
VPN would you recommend? 

A. IPsec site-to-site VPN 

B. IPsec remote access VPN 

C. SSL remote access VPN 

D. SSL site-to-site VPN 

Correct Answer: A 
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QUESTION 4

Which two options show the correct associations of use cases with VPN technologies? (Choose two.) 

A. SP or large enterprise: MPLS, VPLS, SSL VPN 

B. SP or large enterprise: MPLS, VPLS, OTV 

C. Site-to-site VPN: GRE, DMVPN, FlexVPN, GET-VPN, IPsec 

D. Site-to-site VPN: OTV, DMVPN, GRE, GET-VPN, IPsec 

E. Client access: SSL VPN, EZ-VPN, FlexVPN, MPLS 

Correct Answer: BC 

 

QUESTION 5

Which statement about wireless intrusion prevention and rogue access point detection is true? 

A. A local mode access point provides power to wireless clients. 

B. A monitor mode access point performs background scanning in order to detect rogue access points. 

C. A monitor mode access point is dedicated to scanning (listen-only). 

D. A monitor mode access point can distribute a white list of all known access points. 

E. Any access point that broadcasts the same RF group name or is part of the same mobility group is considered to be
a rogue access point. 

Correct Answer: C 
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