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QUESTION 1

Modular Policy Framework provides a consistent and flexible way to configure security appliance features in a manner
similar to Cisco IOS software QoS CLI. Your company asked you to examine the current Cisco Modular Policy
Framework configurations on the LA-ASA Cisco Adaptive Security Appliance (ASA) by use of the Cisco Adaptive
Security Device Manager (ASDM). 

Which option is correct with regard to HTTP inspection on the Cisco Adaptive Security Appliance? 

A. HTTP traffic is inspected as it enters or exits the outside interface. 

B. HTTP traffic is inspected only as it enters any interface. 
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C. Advanced HTTP inspection is applied to traffic entering the outside interface, and basic HTTP inspection is applied to
traffic entering any interface. 

D. HTTP traffic is inspected as it enters or exits any interface. 

Correct Answer: A 

 

QUESTION 2

As the administrator of a Cisco ASA security appliance, you have been tasked to configure SSL VPNs to require digital
certificates. 

Which four configuration options are available on the Cisco ASA security appliance for digital certificate management for
SSL VPNs ? (Choose four.) 

A. The Cisco ASA security appliance can be configured to have a local CA that is subordinate to an external CA. 

B. The subordinate local CA on the Cisco ASA security appliance can issue certificates to users who require a certificate
for their SSL VPN connections. 

C. The Cisco ASA security appliance can generate a self-signed certificate to be used as its identity certificate for SSL
VPN connections. 

D. The Cisco ASA security appliance can be configured to retrieve its identity certificate from an external CA. 

E. The Cisco ASA security appliance can be configured as a standalone local CA. 

F. The local CA on the Cisco ASA security appliance can issue certificates to users who require certificates for SSL
VPN connections. 

G. An external CA must be used for SSL VPN users who require certificates for their SSL VPN connections. 

H. The Cisco ASA security appliance must be configured to retrieve its identity certificate from an external CA. 

Correct Answer: CDEF 

 

QUESTION 3

The following exhibit shows a Cisco ASA security appliance configured to participate in a VPN cluster. According to the
exhibit, to which value will you set the priority to increase the chances of this Cisco ASA security appliance becoming
the cluster master? 
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A. 10 

B. 100 

C. 0 

D. 1 

Correct Answer: A 

 

QUESTION 4

What is the reason that you want to configure VLANs on a security appliance interface? 

A. for use in multiple contextmode, where you can map only VLAN interfaces to contexts 

B. for use in conjunction with device-level failover to increase the reliability of your security appliance 

C. to increase the number of interfaces available to the network without adding additional physical interfaces or security
appliances 

D. for use in transparent firewall mode, where only VLAN interfaces are used 
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Correct Answer: C 

 

QUESTION 5

You work as a network administrator for your company. You are in charge of a Cisco ASA security appliance for remote
access IPsec VPNs, you are assisting a user who has a digital certificate configured for the Cisco VPN Client. How to
find the MD5 and SHA-1 thumb print of the certificate on the basis of the following exhibit? 

A. Choose the certificate and then click the Certificate drop-down menu. 

B. Choose the certificate and then click the Verify button. 

C. Choose the certificate and then click Options > Properties. 

D. Choose the certificate and then click the View button. 

Correct Answer: D 
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