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QUESTION 1

Cisco ASA 5500 Series Adaptive Security Appliances are easy-to-deploy solutions that integrate world- class firewall,
Unified Communications (voice/video) security, SSL and IPsec VPN, intrusion prevention (IPS), and content security
services in a flexible, modular product family. You are asked to configure a Cisco ASA 5505 Adaptive Security
Appliance as an Easy VPN hardware client. In the process of configuration, you defined a list of backup servers for the
security appliance to use. After several hours of being connected to the primary VPN server, the security appliance fails.
You notice that your Easy VPN hardware client has now connected to a backup server that is not defined within the
configuration of the client. Where did your Easy VPN hardware client get this backup server? 

A. The backup servers that you listed were no longer available, so the Easy VPN hardware client used the list of backup
servers that it retrieved from the primary server. 

B. The connection profile that was configured on the primary VPN server was pushed to your Easy VPN hardware client
and overwrote the list of backup servers that you had configured. 

C. The backup servers that you listed were not configured as VPN servers, so the Easy VPN hardware client used the
list of backup servers retrieved from the primary server. 

D. The group policy that was configured on the primary VPN server was pushed to your Easy VPN client and overwrote
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the list of backup servers that you had configured. 

Correct Answer: D 

 

QUESTION 2

You work as a network engineer for your company. Recently, you have been tasked with verifying the Cisco ASA
security appliance interfaces that are used for a web connection from the Internet to a DMZ web server. According to
the presented Configuration > Device Setup > Interfaces pane, which two interfaces will a connection traverse when it is
coming from the Internet and connecting to the web server with the IP address 172.16.20.10? (Choose two.) 

A. GigabitEthernet0/2.30 

B. Management0/0 

C. GigabitEthernet0/2.20 

D. GigabitEthernet0/0 

E. GigabitEthernet0/1 
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F. GigabitEthernet0/2.10 

Correct Answer: CD 

 

QUESTION 3

Cisco ASA 5505 Adaptive Security Appliance is designed for providing high-performance security services. Study the
following exhibit carefully. You are asked to configure a Cisco ASA 5505 Adaptive Security Appliance as an Easy VPN
hardware client. When the telecommuter using the ASA 5505 Adaptive Security Appliance for remote access first tries
to connect to resources on the corporate network, he is prompted for authentication. Which two group policy features
will require authentication, even if a username and password are configured on the Easy VPN hardware client? (Select
two.) 

A. Individual User Authentication 

B. Certificate Authentication 

C. Secure Unit Authentication 

D. Extended Authentication 
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E. Remote User Authentication 

F. Group Authentication 

Correct Answer: AC 

 

QUESTION 4

You work as a network administrator for your company. Study the exhibit carefully. ASDM is short for Adaptive Security
Device Manager. You are responsible for multiple remote Cisco ASA security appliances administered through Cisco
ASDM. Recently, you have been tasked to configure one of these Cisco ASA security appliances for SSL VPNs and are
requiring a client certificate, as shown. How will this configuration affect your next ASDM connection to this Cisco ASA
security appliance? 

A. You would be asked to present an identity certificate. If you did not have one, the Cisco ASA security appliance
would prompt you for authentication credentials, consisting of a username and password. 

B. Your connection would be handled the way it is always handled by this Cisco ASA security appliance. 

C. You would be required to have an identity certificate that the Cisco ASA security appliance can use for
authentication. 

D. You would be required to download the identity certificate of the remote Cisco ASA security appliance. 

Correct Answer: C 

 

QUESTION 5

Alex is tasked with installing a digital certificate for a Cisco VPN Client on a laptop for a user. What is the reason that the
certificate is in an "invalid:not active" state? 
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A. The certificate passphrase must be sent to the CA for validation. 

B. The time on the CA server and the time on the laptop are out of sync. 

C. The certificate number of "0" indicates that the certificate has expired. 

D. The user has not clicked the Verify button within the Cisco VPN Client. 

E. The user has not attempted a VPN connection to the Cisco ASA security appliance. 

Correct Answer: B 
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