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QUESTION 1

Which three commands can display the contents of flash memory on the Cisco ASA adaptive security appliance?
(Choose three.) 

A. show disk0: 

B. dir 

C. show flash: 

D. show memory 

Correct Answer: ABC 

 

QUESTION 2

Which three statements correctly describe protocol inspection on the Cisco ASA adaptive security appliance? (Choose
three.) 

A. The protocol inspection feature of the security appliance securely opens and closes negotiated ports and IP
addresses for legitimate client-server connections through the security appliance. 

B. For the security appliance to inspect packets for signs of malicious application misuse, you must enable advanced
(application layer) protocol inspection. 

C. If inspection for a protocol is notenabled, traffic for that protocol may be blocked. 

D. If you want to enable inspection globally for a protocol that is not inspected by default or if you want to globally
disable inspection for a protocol, you can edit the default global policy. 

Correct Answer: ACD 

 

QUESTION 3

Annie is a network administrator of her company. She is responsible for a Cisco ASA security appliance. Using a valid
identity certificate from her certificate authority, she has created the necessary configuration for remote-access VPN
tunnels by use of the IPsec VPN Wizard. When she tests the remote-access VPN, the VPN tunnel does not come up. If
the remote-access VPN configuration created by the wizard is correct and valid certificates are being used by the Cisco
ASA security appliance and Cisco VPN Client, which corrective action should be configured or corrected for the VPN
tunnel to come up properly? 

A. The IKE phase two configuration is not part of the IPsec VPN Wizard configuration and must be configured. 

B. NAT-Transparency configuration is not part of theIPsec VPN Wizard configuration and must be configured. 

C. The IKE phase one configuration is not part of the IPsec VPN Wizard configuration and must be configured. 

D. The mapping of digital certificates to connection profile is not part of the IPsec VPN Wizard configuration and must be
configured. 
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E. The crypto ACL configuration is not part of the IPsec VPN Wizard configuration and must be configured. 

Correct Answer: D 

 

QUESTION 4

Modular Policy Framework provides a consistent and flexible way to configure security appliance features in a manner
similar to Cisco IOS software QoS CLI. Your company asked you to examine the current Cisco Modular Policy
Framework configurations on the LA-ASA Cisco Adaptive Security Appliance (ASA) by use of the Cisco Adaptive
Security Device Manager (ASDM). 

Which two steps should the Cisco Adaptive Security Applicance take on HTTP traffic entering its outside interface?
(Choose two.) 
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A. Drops HTTP request messages whose request method is post and whose user-agent field contains either the string
Some_New_P2P_Client1 or the string Some_New_P2P_Client2. 

B. Forwards all HTTP request messages that are permitted by access control lists (ACLs) on the outside interface. 

C. Logs HTTP request messages whose request method is post and whose user-agent field contains either the string
Some_New_P2P_Client1 or the string Some_New_P2P_Client2. 

D. Drops HTTP request messages whose user-agent field contains the string Some_New_P2P_Client1 and the string
Some_New_P2P_Client2. 

Correct Answer: AC 

 

QUESTION 5

The P4S security department would like to apply specific restrictions to one network user, Bob, because he works from
home and accesses the corporate network from the outside interface of the security appliance. P4S decides to control
network access for this user by using the downloadable ACL feature of the security appliance. Authentication of inbound
traffic is already configured on the security appliance, and Bob already has a user account on the Cisco Secure ACS.
Which three tasks should be completed in order to achieve the goal of limiting network access for Bob via downloadable
ACLs? (Choose three.) 

A. Configure the security appliance to use downloadable ACLs. 

B. Configure the downloadable ACLs on the Cisco Secure ACS. 

C. Attach the downloadable ACL to the user profile for Bob on the Cisco Secure ACS. 

D. Configure the Cisco Secure ACS to use downloadable ACLs. 

Correct Answer: BCD 
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