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QUESTION 1

While using IPsec VPN tunnels, which primary benefit is provided by digital certificates?
A. Scalability

B. Obfuscation

C. Resiliency

D. Simplification

Correct Answer: A

QUESTION 2

Which one of the following commands can provide detailed information about the crypto map configurations of a Cisco
ASA adaptive security appliance?

A. show run ipsec sa

B. show run crypto map
C. show ipsec sa

D. show crypto map

Correct Answer: B

QUESTION 3

The IT department of your company must perform a custom-built TCP application within the clientless SSL VPN portal
configured on your Cisco ASA security appliance. The application should be run by users who have either guest or
normal user mode privileges. In order to allow this application to run, how to configure the clientless SSL VPN portal?
A. configure a smart tunnel for the application

B. configure a bookmark for the application

C. configure the plug-in that best fits the application

D. configure port forwarding for the application

Correct Answer: A

QUESTION 4

Which two options are correct about the threat detection feature of the Cisco ASA adaptive security appliance? (Choose
two.)
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A. The security appliance scanning threat detection feature is based on traffic signatures.

B. The threat detection feature can help you determine the level of severity for packets that are detected and dropped
by the security appliance inspection engines.

C. Because of their impact on performance, both basic threat detection and scanning threat detection are disabled by
default.

D. Scanning threat detection detects network sweeps and scans and optionally takes appropriate preventative action.

Correct Answer: BD

QUESTION 5

DAP is short for Dynamic Access Policies. You are configuring a DAP for SSL VPN connections to your Cisco ASA
security appliance. You add an Endpoint Attribute Type of "File” and select the Endpoint ID of "10," according to the
presented configuration. Within which area of the Cisco ASA security appliance configuration is this endpoint attribute
defined?
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A. SSL VPN connection profile

B. SSL VPN group policy
C. user-specific policy

D. Cisco Secure Desktop
E. DAP policy

Correct Answer: D
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