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QUESTION 1

Which WAN technology is a cost-effective method to deliver 200Mb of bandwidth to multiple branch offices?
A. DSL

B. DWDM

C. ISDN

D. Metro Ethernet

Correct Answer: D

QUESTION 2

What part of the network does a top-down network design focus on for solution development?
A. presentation

B. hardware

C. session

D. application

E. data link

F. transport

Correct Answer: D

QUESTION 3

Which one of these statements is an example of how trust and identity management solutions should be deployed in the
enterprise campus network?

A. Authentication validation should be deployed as close to the data center as possible.

B. Use the principle of top-down privilege, which means that each subject should have the privileges that are necessary
to perform their defined tasks, as well as all the tasks for those roles below them.

C. Mixed ACL rules, using combinations of specific sources and destinations, should be applied as close to the source
as possible.

D. For ease of management, practice defense in isolation - security mechanisms should be in place one time, in one
place.

Correct Answer: C

Explanation: Validating user authentication should be implemented as close to the source as possible, with an emphasis
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on strong authentication for access from untrusted networks. Access rules should enforce policy deployed throughout
the network with the following guidelines:

Source-specific rules with any type destinations should be applied as close to the source as possible.

Destination-specific rules with any type sources should be applied as close to the destination as possible.

Mixed rules integrating both source and destination should be used as close to the source as possible.

An integral part of identity and access control deployments is to allow only the necessary access. Highly distributed
rules allow for greater granularity and scalability but, unfortunately, increase the management complexity. On the other
hand,

centralized rule deployment eases management but lacks flexibility and scalability.

Practicing "defense in depth" by using security mechanisms that back each other up is an important concept to
understand. For example, the perimeter Internet routers should use ACLSs to filter packets in addition to the firewall
inspecting

packets at a deeper level.

Cisco Press CCDA 640-864 Official Certification Guide Fourth Edition, Chapter 13

QUESTION 4

WAN backup over the Internet is often used to provide primary connection redundancy. Which is the most important
consideration when passing corporate traffic over the public Internet?

A. security

B. static versus dynamic routing

C. bandwidth

D. QoS

E. latency

Correct Answer: A

WAN Backup over the Internet Another alternative for WAN backup is to use the Internet as the connectivity transport
between sites. However, keep in mind that this type of connection does not support bandwidth guarantees. The
enterprise also needs to work closely with the ISP to set up the tunnels and advertise the company\\'s networks
internally so that remote offices have reachable IP destinations. Security is of great importance when you rely on the

Internet for network connectivity, so a secure tunnel using IPsec needs to be deployed to protect the data during
transport.

QUESTION 5
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What business trend allows employees to use personal devices to access enterprise data and systems?
A. ISE

B. BYOD

C. SAN

D. IOE

Correct Answer: B
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