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QUESTION 1

Which two algorithms are available in RRM? (Choose two.) 

A. coverage-hole detection 

B. dynamic channel assignment 

C. RSSI normalizer 

D. transmitting channel expander 

E. rogue detection 

Correct Answer: AB 

Here is how Cisco RRM works from a high level: 

Wireless LAN Controllers (WLCs) are provisioned with a consistent RF Group Name. This is an ASCII name to identify
those WLCs and APs that are all part of the same wireless system. 

APs periodically send out RRM Neighbor Messages to each other that are passed up to the Wireless LAN controllers as
well. These messages are authenticated for security purposes and provide the controllers with a complete picture of all
of the devices in the RF Group. From these devices an RF Group Leader is elected. 

Note that these RRM Neighbor Messages play a critical role in other Cisco Unified Wireless Network capabilities such
as Over-the- Air Provisioning (OTAP) and Rogue AP Classification. 

Once the RF Group is understood, a series of algorithms are run to optimize AP configurations in the RF Group. It is the
RF Group Leader that is responsible for these periodic math assignments. (This sounds like a great job for our own Petr
Lapukhov!) You should also note that RRM with its RF Grouping is separate and distinct from Mobility Grouping. 

What are the algorithms that the RF Group Leader will be busy with? 

Dynamic Channel Assignment Algorithm using metrics of load measurements, noise, interference, signal strength 

Transmit Power Control Algorithm 

Coverage Hole Detection and Correction Algorithm 

Reference: http://blog.ine.com/2010/10/08/cisco-radio-resource-management-rrm/ 

 

QUESTION 2

Refer to the exhibit. 
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Which antenna would produce the given radiation pattern? 

A. patch 

B. Yagi 

C. parabolic dish 

D. dipole 

E. omni-directional 

Correct Answer: A 

 

QUESTION 3

Which protocol helps the administrator to determine whether a detected rogue AP is in the network of the organization? 

A. RLDP 

B. RCP 

C. RDP 

D. RAPP 

Correct Answer: A 

RLDP is an active approach, which is used when rogue AP has no authentication (Open Authentication) configured.
This mode, which is disabled by default, instructs an active AP to move to the rogue channel and connect to the rogue
as a client. During this time, the active AP sends deauthentication messages to all connected clients and then shuts
down the radio interface. Then, it will associate to the rogue AP as a client. The AP then tries to obtain an IP address
from the rogue AP and forwards a User Datagram Protocol (UDP) packet (port 6352) that contains the local AP and
rogue connection information to the controller through the rogue AP. If the controller receives this packet, the alarm is
set to notify the network administrator that a rogue AP was discovered on the wired network with the RLDP feature. 
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Reference: https://supportforums.cisco.com/discussion/10941011/rd-rogue-detector-or-rldp-rogue-location-discovery-
protocol 

 

QUESTION 4

Instructions 

THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION. 

To access the multiple-choice question, click on the numbered box on the left of the top panel. 

There is one multiple-choice question with this task. Be sure to answer the question before selecting the Next button. 

Scenario 

You have just finished configuring a WLC2504 through the console CLI. The WLC is attached to an existing production
network switch. However, you are not able to reach the WLC via https://10.10.10.10. 
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Which change can correct inband access to the WLC? 

A. change the switch FastEthernetO/1 duplex setting 

B. change the switch FastEthernetO/1 speed setting 

C. enable the switch FastEthernetO/1 spanning-tree port-fast trunk 

D. change the switch FastEthernetO/1 trunk encapsulation 

E. change the WLC management interface to use DHCP 

F. change the WLC management interface VLAN 

G. change the WLC configuration of NTP 
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H. browse to WLC via http://10.10.10.10 

Correct Answer: D 

All of the other ports in the network are using the default VLAN (VLAN 1) but port 0/1, which connects to the WLC, is
configured as a trunk, so VLAN 1 is not operational. 

 

QUESTION 5

What is the maximum number of access points supported on Cisco WCS with an enterprise license? 

A. 5,000 

B. 10,000 

C. 50,000 

D. 100,000 

Correct Answer: C 
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Enterprise Server License (Multiple Servers) Overview (release 4.1 or later) 

License: WCS-ENT-PLUS-K9 

License increments: 1000, 2500, 10000, 50000 

Single or multiple server deployment (Cisco WCS Navigator included in 10000, and 50000 licenses) 

Suitable for customers deploying 500 or more Cisco Aironet lightweight access points 

Multiple license files linked to a single PAK certificate 

Server decrements available number of access points as licenses are allocated within the network 

Reference: http://www.cisco.com/c/en/us/products/collateral/wireless/wireless-control-
system/product_data_sheet0900aecd804b4646.html 
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