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QUESTION 1

What three characteristics are components of mobility anchoring? (Choose three.) 

A. enabled as a global setting 

B. enabled on a per WLAN basis 

C. restricts clients to a specific subnet 

D. client traffic is tunneled to predefined WLC(s) 

E. only one mobility anchor is allowed per WLAN 

F. acts as master controller for a mobility group 

Correct Answer: BCD 

 

QUESTION 2

Configurations are commonly uploaded and downloaded to a WLC. 

Which options are other examples of a file that can be uploaded from a Cisco 2500 Series WLC? 

A. packet capture 

B. crash file 

C. code 

D. login banner 

E. PAC 

Correct Answer: B 

From Management > Tech Support, you can access useful information, such as controller crash files or AP crash logs
(which logs the reasons for the crash). These files are usually transmitted to advanced tech support or TAC but usually
not managed directly by Wireless CCNAs. Then, from the Command > Upload page in the web interface, you can
upload the configuration file or other system files (event logs, message logs, trap logs, crash file, debug file, wireless
attack signatures file, etc. 

 

QUESTION 3

DRAG DROP 

Drag the Cisco WCS report from the left and drop it on the category it reports on to the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 4

Which two types of encryption does Windows support for WPA2 security for wireless connections? (Choose two.) 

A. AES 

B. DES 

C. PGP 

D. TKIP 

E. WEP 

Correct Answer: AD 

TKIP and AES are two different types of encryption that can be used by a Wi-Fi network. TKIP stands for "Temporal Key
Integrity Protocol." It was a stopgap encryption protocol introduced with WPA to replace the very-insecure WEP
encryption at the time. TKIP is actually quite similar to WEP encryption. TKIP is no longer considered secure, and is
now deprecated. In other words, you shouldn\\'t be using it. AES stands for "Advanced Encryption Standard." This was
a more secure encryption protocol introduced with WPA2, which replaced the interim WPA standard. AES isn\\'t some
creaky standard developed specifically for Wi-Fi networks; it\\'s a serious worldwide encryption standard that\\'s even
been adopted by the US government. For example, when you encrypt a hard drive with TrueCrypt, it can use AES
encryption for that. AES is generally considered quite secure, and the main weaknesses would be brute-force attacks
(prevented by using a strong passphrase) and security weaknesses in other aspects of WPA2. 

Reference: http://www.howtogeek.com/204697/wi-fi-security-should-you-use-wpa2-aes-wpa2-tkip-or-both/ 

 

QUESTION 5

Refer to the exhibit. 
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A wireless network that consists of Cisco Aironet 1260 APs and Cisco 2100 Series WLC has been correctly configured
with Cisco WCS version 7, which is also used for management. The CleanAir Zone of Impact is not visible for the
respective Cisco WCS maps. 

Which two issues are causing the problem? (Choose two.) 

A. software version 

B. AP 

C. Cisco WLC 

D. Cisco MSE 

E. Cisco WCS 

F. Cisco WCS is not enabled. 

Correct Answer: BD 

Cisco WCS includes new Air Quality tools, heat map options, and device detail information including: 

Options to display real-time network air quality by access point, floor, building, or campus 

Adjustable Cisco WCS heat map display of the average and minimum air quality for each location on the wireless
network 

Mouse-over details about each interferer, including type of interferer, active or inactive status, detected and reported
dates, and zone of impact from the floor map 
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