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QUESTION 1

Which AAA feature can automate record keeping within a network?

A. TACACS+

B. authentication

C. authorization

D. accounting

Correct Answer: D

In AAA, accounting refers to the record-keeping and tracking of user activities on a computer network. For a given time
period this may include, but is not limited to, real-time accounting of time spent accessing the network, the network
services employed or accessed, capacity and trend analysis, network cost allocations, billing data, login data for user

authentication and authorization, and the data or data amount accessed or transferred. Reference: http://
www.techopedia.com/definition/24130/authentication-authorization-and-accounting-aaa

QUESTION 2

What are three of the security conditions that Cisco Configuration Professional One-Step Lockdown can automatically
detect and correct on a Cisco router? (Choose three.)

A. One-Step Lockdown can set the enable secret password.

B. One-Step Lockdown can disable unused ports.

C. One-Step Lockdown can disable the TCP small servers service.
D. One-Step Lockdown can enable IP Cisco Express Forwarding.
E. One-Step Lockdown can enable DHCP snooping.

F. One-Step Lockdown can enable SNMP version 3.

Correct Answer: ACD

One-Step Lockdown This option tests you router configuration for any potential security problems and automatically
makes any necessary configuration changes to correct any problems found. The conditions checked for and, if needed,
corrected are as follows: ?Disable Finger Service ?Disable PAD Service ?Disable TCP Small Servers Service ?Disable
UDP Small Servers Service ?Disable IP BOOTP Server Service ?Disable IP Identification Service ?Disable CDP
?Disable IP Source Route ?Enable Password Encryption Service ?Enable TCP Keepalives for Inbound Telnet Sessions
?Enable TCP Keepalives for Outbound Telnet Sessions ?Enable Sequence Numbers and Time Stamps on Debugs
?Enable IP CEF ?Disable IP Gratuitous ARPs ?Set Minimum Password Length to Less Than 6 Characters ?Set
Authentication Failure Rate to Less Than 3 Retries ?Set TCP Synwait Time ?Set Banner ?Enable Logging ?Set Enable
Secret Password ?Disable SNMP ?Set Scheduler Interval ?Set Scheduler Allocate ?Set Users ?Enable Telnet Settings
?Enable NetFlow Switching ?Disable IP Redirects ?Disable IP Proxy ARP ?Disable IP Directed Broadcast ?Disable
MOP Service ?Disable IP Unreachables ?Disable IP Mask Reply ?Disable IP Unreachables on NULL Interface ?Enable
Unicast RPF on Outside Interfaces ?Enable Firewall on All of the Outside Interfaces ?Set Access Class on HTTP Server
Service ?Set Access Class on VTY Lines ?Enable SSH for Access to the Router
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Reference: http://www.cisco.com/c/en/us/td/docs/routers/access/cisco_router_and_security device_manager/24/softwar
e/user/guide/SAudt.html

QUESTION 3

Which command will block IP traffic to the destination 172.16.0.1/32?
A. access-list 101 deny ip host 172.16.0.1 any

B. access-list 101 deny ip any host 172.16.0.1

C. access-list 101 deny ip any any

D. access-list 11 deny host 172.16.0.1

Correct Answer: B

Here is a similar example:

Access-list Statement What it Matches
access-list 101 deny ip any host Any IP packet 8hy source IP address, with a destination IP address of
10111 10111 4

Reference: http://www.proprofs.com/mwiki/index.php/IP_Access_Control_List_Security

QUESTION 4

Which characteristic is the foundation of Cisco Self-Defending Network technology?
A. secure connectivity

B. threat control and containment

C. policy management

D. secure network platform

Correct Answer: D

http://www.cisco.com/en/US/solutions/ns170/networking_solutions_products_genericcontent0900aecd8051f378.html
Create a Stronger Defense Against Threats Each day, you reinvent how you conduct business by adopting Internet-
based business models. But Internet connectivity without appropriate security can compromise the gains you hope to
make. In today\\'s connected environment, outbreaks spread globally in a matter of minutes, which means your security
systems must react instantly. Maintaining security using tactical, point solutions introduces complexity and
inconsistency, but integrating security throughout the network protects the information that resides on it. Three
components are critical to effective information security: ?A secure network platform with integrated security to which
you can easily add advanced security technologies and services ?Threat control services focused on antivirus
protection and policy enforcement that continuously monitor network activity and prevent or mitigate problems ?Secure
communication services that maintain the privacy and confidentiality of sensitive data, voice, video, and wireless
communications while cost-effectively extending the reach of your network
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QUESTION 5

A Cisco ASA appliance has three interfaces configured. The first interface is the inside interface with a security level of
100. The second interface is the DMZ interface with a security level of 50. The third interface is the outside interface
with a security level of 0.

By default, without any access list configured, which five types of traffic are permitted? (Choose five.)

A. outbound traffic initiated from the inside to the DMZ

B. outbound traffic initiated from the DMZ to the outside

C. outbound traffic initiated from the inside to the outside

D. inbound traffic initiated from the outside to the DMZ

E. inbound traffic initiated from the outside to the inside

F. inbound traffic initiated from the DMZ to the inside

G. HTTP return traffic originating from the inside network and returning via the outside interface

H. HTTP return traffic originating from the inside network and returning via the DMZ interface

I. HTTP return traffic originating from the DMZ network and returning via the inside interface

J. HTTP return traffic originating from the outside network and returning via the inside interface

Correct Answer: ABCGH
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