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QUESTION 1

What is the key difference between host-based and network-based intrusion prevention?

A. Network-based IPS is better suited for inspection of SSL and TLS encrypted data flows.

B. Network-based IPS provides better protection against OS kernel-level attacks against hosts and servers.

C. Network-based IPS can provide protection to desktops and servers without the need of installing specialized software
on the end hosts and servers.

D. Host-based IPS can work in promiscuous mode or inline mode.

E. Host-based IPS is more scalable then network-based IPS.

F. Host-based IPS deployment requires less planning than network-based IPS.

Correct Answer: C
http:/iwww.cisco.com/en/US/docs/solutions/Enterprise/Data_Center/ServerFarmSec_2.1/8 NIDS.html
Cisco Network-Based Intrusion Detection -- Functionalities and Configuration

This chapter highlights the need for and the benefits of deploying network-based intrusion detection in the data center. It
addresses mitigation techniques, deployment models, and the management of the infrastructure.

Intrusion detection systems help data centers and other computer installations prepare for and deal with electronic
attacks. Usually deployed as a component of a security infrastructure with a set of security policies for a larger,
comprehensive

information system, the detection systems themselves are of two main types. Network-based systems inspect traffic "on
the wire" and host-based systems monitor only individual computer server traffic. Network intrusion detection systems

deployed at several points within a single network topology, together with host-based intrusion detection systems and
firewalls, can provide a solid, multi-pronged defense against both outside, Internet-based attacks, and internal threats,

including network misconfiguration, misuse, or negligent practices. The Cisco Intrusion Detection System (IDS) product
line provides flexible solutions for data center security.

QUESTION 2

Which statement about IPv6 address allocation is true?

A. IPv6-enabled devices can be assigned only one IPv6 IP address.
B. A DHCP server is required to allocate IPv6 IP addresses.

C. IPv6-enabled devices can be assigned multiple IPv6 IP addresses.
D. ULA addressing is required for Internet connectivity.

Correct Answer: C
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QUESTION 3

What is the purpose of a trunk port?

A. A trunk port carries traffic for multiple VLANS.

B. A trunk port connects multiple hubs together to increase bandwidth.

C. A trunk port separates VLAN broadcast domains.

D. A trunk port provides a physical link specifically for a VPN.

Correct Answer: A

Ethernet interfaces can be configured either as access ports or trunk ports. Trunks carry the traffic of multiple VLANs

over a single link and allow you to extend VLANSs across the network. Reference: http://www.cisco.com/c/en/us/td/docs/
switches/datacenter/nexus5000/sw/configuration/guide/cli/CLIConfigurationGuide/AccessTrunk.html

QUESTION 4

By which kind of threat is the victim tricked into entering username and password information at a disguised website?
A. phishing

B. spam

C. malware

D. spoofing

Correct Answer: A

QUESTION 5

Which two options are asymmetric-key algorithms that are recommended by Cisco? (Choose two.)
A. Rivest-Shamir-Adleman Algorithm

B. EIGamal encryption system

C. Digital Signature Algorithm

D. Paillier cryptosystem

Correct Answer: AC
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