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QUESTION 1

Create L4-L7 Devices

STEP 1 = Cluster

2. Devices 3. Parameters

Name: Firewall

Device Package: ClSCO-CloudMode-1.0 v 3
Context Aware: Single
Function Type: boThmugh GoTo L1 L2 ]

Device Type: CLOUD [aigsiiet\l VIRTUAL

Cluster Management Interface

EPG: 0OO0B/OOB-Network v 3
Virtual IP Address:  10.1.1.1
Port: 443 v
Username:  admin

Password:  =»w==

Confirm Password: AREAR

Refer to the exhibit. A network engineer configures a Layer 4 to Layer 7 device for an outside routed firewall that is
connected to POD-1 inside a Cisco ACI fabric that consists of two pods. All traffic from POD-1 or POD-2 that uses the
L30ut should pass through the routed firewall. Which Function Type must be implemented in the service graph for
POD-2 to use L30ut?

A. GoThrough

B. L1

C. GoTo

D. L2

Correct Answer: D

QUESTION 2

An organization expands a Cisco ACI Multi-Pod from two to six pods and must ensure that the control plane scales.
What should be configured in the IPN to ensure that BUM traffic is forwarded efficiently across the IPN?
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A. spine headend replication
B. BIDIR-PIM

C. MP-BGP

D. MSDP

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-737855.html

QUESTION 3

An engineer designers a Cisco ACI Multi-Pod solution that requires a pair of active-standby firewalls in different pods for
external connectivity. How should the firewalls be implemented?

A. PBR for routed firewalls

B. separate L30ut peerings for routed firewalls
C. routed firewall for the default gateway

D. transparent firewalls

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739571.html

QUESTION 4

What is a use of the Overlay Multicast TEP in Cisco ACI Multi-Site communication?
A. to perform headend replication

B. to act as the source IP for BUM traffic

C. to establish MP-BGP adjacencies with remote spines

D. to send and receive unicast VXLAN data plane traffic

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739609.html#CiscoACIMultiSiteoverlaydataplane

QUESTION 5

How is broadcast forwarded in Cisco ACI Multi-Pod after ARP flooding is enabled?
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A. For the specific bridge domain, all spines forward the broadcast frames to IPN routers

B. Broadcast frames are forwarded inside the pod and across the IPN using the multicast address that is associated to
the bridge domain

C. Within a pod, the ingress leaf switch floods the broadcast frame on all fabric ports
D. Ingress replication is used on the spines to forward broadcast frames in the IPN infrastructure

Correct Answer: A
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