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QUESTION 1

The IHL is a 4-bit field containing what measurement?
A. the number of 32-bit words in the IP header

B. the size of the IP header, in bytes

C. the size of the entire IP datagram, in bytes

D. the number of bytes in the IP header

E. the number of 32-bit words in the entire IP datagram

Correct Answer: A

QUESTION 2

Which source should be used to recommend preventative measures against security vulnerabilities regardless of

operating system or platform?

A. Microsoft security bulletins

B. Cisco PSIRT notices

C. Common Vulnerabilities and Exposure website
D. Mozilla Foundation security advisories

E. zero-day attack wiki

Correct Answer: C

QUESTION 3

Which is considered to be anomalous activity?

A. an alert context buffer containing traffic to amazon.com

B. an alert context buffer containing SSH traffic

C. an alert context buffer containing an FTP server SYN scanning your network
D. an alert describing an anonymous login attempt to an FTP server

Correct Answer: C

QUESTION 4
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Which two statements about the IPv4 TTL field are true? (Choose two.)

A. If the TTL is O, the datagram is automatically retransmitted.

B. Each router that forwards an IP datagram reduces the TTL value by one.
C. Itis used to limit the lifetime of an IP datagram on the Internet.

D. It is used to track IP datagrams on the Internet.

Correct Answer: BC

QUESTION 5

Refer to the exhibit.

15:58:06.480252 IP 10.10.10.10.http = 192.168.10.2.58322# Flags [.], seq B2080, ack 1, win 18416, options

[nop,nop, TS val 1991638787 ecr 459592502447, Tength 136840
15:59:06.480375 IP 10.10.10.10.http » 192.168.10.2.5 0: Flags [.], seq 20004, ack 1, win 18416, options
[nop,nop,TS wal 1981638787 ecr 45802592447, Tength 8

In the tcpdump output, what is the sequence number that is represented by XXXXX?
A. 82080
B. 82081
C. 83448
D. 83449
E. 98496
F. 98497

Correct Answer: C
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