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QUESTION 1

Where should you report suspected security vulnerability in Cisco router software?
A. Cisco TAC

B. Cisco IOS Engineering

C. Cisco PSIRT

D. Cisco SIO

Correct Answer: C

QUESTION 2

Which source should be used to recommend preventative measures against security vulnerabilities regardless of
operating system or platform?

A. Microsoft security bulletins

B. Cisco PSIRT notices

C. Common Vulnerabilities and Exposure website
D. Mozilla Foundation security advisories

E. zero-day attack wiki

Correct Answer: C

QUESTION 3

For TCP and UDP, what is the correct range of well-known port numbers?
A.0-1023

B.1-1024

C.1-65535

D. 0 - 65535

E. 024 - 65535

Correct Answer: A

QUESTION 4
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Which event is likely to be a false positive?

A. Internet Relay Chat signature with an alert context buffer containing #IPS_ROCS Yay

B. a signature addressing an ActiveX vulnerability alert on a Microsoft developer network documentation page
C. an alert for a long HTTP request with an alert context buffer containing a large HTTP GET request

D. BitTorrent activity detected on ephemeral ports

Correct Answer: B

QUESTION 5

Refer to the exhibit.

15:58:06.480252 IP 10.10.10.10.http = 192.168.10.2.58322# Flags [.], seq B2080, ack 1, win 18416, options

[nop,nop, TS val 1991638787 ecr 459592502447, Tength 136840
15:59:06.480375 IP 10.10.10.10.http » 192.168.10.2.5 0: Flags [.], seq 20004, ack 1, win 18416, options
[nop,nop,TS wal 1981638787 ecr 45802592447, Tength 8

In the tcpdump output, what is the sequence number that is represented by XXXXX?
A. 82080
B. 82081
C. 83448
D. 83449
E. 98496
F. 98497

Correct Answer: C
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