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QUESTION 1

Which two measures would you recommend to reduce the likelihood of a successfully executed network attack from the
Internet? (Choose two.)

A. Completely disconnect the network from the Internet.

B. Deploy a stateful edge firewall.

C. Buy an insurance policy against attack-related business losses.
D. Implement a password management policy for remote users.

Correct Answer: BD

QUESTION 2

Which four tools are used during an incident to collect data? (Choose four.)
A. Sniffer

B. TCPDump

C. FTK

D. EnCase

E. ABC

F. ASA

G. Microsoft Windows 7

Correct Answer. ABCD

QUESTION 3

Which two types of data are relevant to investigating network security issues? (Choose two.)
A. NetFlow

B. device model numbers

C. syslog

D. routing tables

E. private IP addresses

Correct Answer: AC
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QUESTION 4

Which describes the best method for preserving the chain of evidence?

A. Shut down the machine that is infected, remove the hard drive, and contact the local authorities.

B. Back up the hard drive, use antivirus software to clean the infected machine, and contact the local authorities.
C. Identify the infected machine, disconnect from the network, and contact the local authorities.

D. Allow user(s) to perform any business-critical tasks while waiting for local authorities.

Correct Answer: C

QUESTION 5

Which action is recommended to prevent an incident from spreading?
A. Shut down the switch port.

B. Reboot the system.

C. Reboot the switch.

D. Reboot the router.

Correct Answer: A
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