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QUESTION 1

For TCP and UDP, what is the correct range of well-known port numbers? 

A. 0 - 1023 

B. 1 - 1024 

C. 1 - 65535 

D. 0 - 65535 

E. 024 - 65535 

Correct Answer: A 

 

QUESTION 2

After an attack has occurred, which two options should be collected to help remediate the problem? (Choose two.) 

A. packet captures 

B. NAT translation table 

C. syslogs from affected devices 

D. connection table information 

E. NetFlow data 

Correct Answer: CE 

 

QUESTION 3

If an alert that pertains to a remote code execution attempt is seen on your network, which step is unlikely to help? 

A. looking for anomalous traffic 

B. looking for reconnaissance activity 

C. restoring the machine to a known good backup 

D. clearing the event store to see if future events indicate malicious activity 

Correct Answer: D 

 

QUESTION 4

Which step should be taken first when a server on a network is compromised? 
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A. Refer to the company security policy. 

B. Email all server administrators. 

C. Determine which server has been compromised. 

D. Find the serial number of the server. 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 

Which protocol is used in this network traffic flow? 

A. SNMP 

B. SSH 

C. DNS 

D. Telnet 

Correct Answer: B 
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