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QUESTION 1

An analyst is investigating a specific alert in Endpoint Standard. The analyst selects the investigate button from the alert
triage page and sees the following:

INVESTIGATE
@ aleri_id ASAHBN]V [ I
Enriched Events Processes
FILTERS R 4 — Asoicatons Drvces reetwork
—
= Type(d)
- A resulty
fiemod
CIOSSP0C i e ~ e VINT
netconn
10-5916 am neteonn The script C\ \prog i s \i-00910101e420ca5d\documentorchestration\ 24c47c2a-50de-4909-9e 5c-dbeedBId [Fo Temmi |
Jun 24, 2020 ceBE\pa \_scriptpsl P o establish a TOP/80 connection to 165.254 169 154:80 (165 254,169 254) from 172.15.0 ™1
—=  Process (2) 120:50155. The device was off the corporate network using the public address 3422543 220 (CBENT-WKSH2 ec2 intemnal, located
in Ashburn VA, United States). The operation was blocked and the application terminated by Cb Defense
25 pachwindows' sk 081 75.0% 10:55:15 am fhemod The file C:iwi \ ) yrest_boldOuen.5ud.psl was first detected on & local disk. The device was off the corporate (=
o TR = Jun 24, 2020 network using the public addr!si 3—-1;5 43 22EI (located |n Ashburn VA, United States). The file is not signed. The file was creat '—
werghalf! Dpowershel eve 250% b ed by the script C\prog \i Olaed2acaSd) ion), 24047 c2a-50de-49b4- SeSc-dbe
edBldcc86)\patchwindows\_seriptpsl
+  Effective Reputaticn (2)
10:59:15 am crossproc The script C\programdatalas \ \j-005101012ed2acasd) iy son\28cd7c2a-50de-49b9-9eS5c.dbeedSid
+ Process Hash (5) Jun 24, 2020 ccB6\patchwindows\_script.ps] amempted to create a viewable window by calling \nc funcion trtatew‘ndowim The operation
was successiul
= Device (1)
10:55:14 am flemod The fite C\wind i yrest_ wig-psl was first detected on a local disk. The device was off the corporate
Jun 24, 2020 netwerk using the public address 34.225.43.220 (lecated in Ashburn VA, United States). The file is not signed. The file was creat Lt
Ibent wsh2 100.0% ed by the spplication Clwindows\system32\windowspowershel\vL.0\powershell.exe,

Which statement accurately characterizes this situation?

A. These events are tied to an observed alert within the user interface.

B. The policy had no blocking and isolation rules set.

C. The events shown will all have the same event ID, correlating them to the alert.
D. Each event listed contributed to the overall alert score and severity.

Correct Answer: D

QUESTION 2

A watchlist generates a false positive on the Triage Alerts page, so the watchlist must be updated. How should this task
be accomplished?

A. One can update watchlists directly on the Triage Alerts Page using the pencil icon.

B. One can update watchlists from the Process Search Page.

C. Open the process analysis page and select the Add Watchlist Exclusion option from the Actions menu.
D. Open the Watchlist Page and click the pencil button associated with the watchlist.

Correct Answer: A
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QUESTION 3

An administrator runs multiple queries on tables and combines the results after the fact to correlate data. The
administrator needs to combine rows from multiple tables based on data from a related column in each table.

Which SQL statement should be used to achieve this goal?
A. JOIN

B. WHERE

C.AS

D. COMBINE

Correct Answer: A

QUESTION 4

Which identifier is shared by all events when an alert is investigated?
A. Process ID

B. Event ID

C. Priority Score

D. Alert ID

Correct Answer: B

QUESTION 5

Which reputation has the highest priority in Cloud Endpoint Standard?
A. Unknown

B. Adware/PUP Malware

C. Known Malware

D. Ignore

Correct Answer: C
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