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QUESTION 1

Review the following EDR query: 

(parent_name:powershell.exe OR parent_name:cmd.exe) AND netconn_count:[l TO *] 

Which process would show in the query results? 

A. Processes invoked by Powershell.exe and cmd.exe with a single network connection event 

B. Processes invoking Powershell.exe and cmd.exe with multiple network connection events 

C. Processes invoked by Powershell.exe or cmd.exe with any number of network connection events 

D. Processes invoking Powershell.exe or cmd.exe with multiple network connection events 

Correct Answer: A 

 

 

QUESTION 2

Which value should an administrator use when reviewing an alert to determine the file reputation at the time the event
occurred? 

A. Cloud Reputation (Initial) 

B. Effective Reputation 

C. Local Reputation 

D. Cloud Reputation (Current) 

Correct Answer: A 

 

 

QUESTION 3

Management has directed that the SOC team be enabled to create global file bans via the App Control API. 

How would this be configured in the App Control Console? 

A. Create a Role, map to corresponding SOC group, and add permission "Manage files" to Role. 

B. Add permission "Manage files" and create an API token for each SOC user. 

C. Create a Role, map to the corresponding SOC group, add permission "Manage files", and create API token for the
Role. 

D. Create a Role, map it to the corresponding SOC group, add permission "Manage files" to Role, and create an API
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token for each user in group. 

Correct Answer: C 

 

 

QUESTION 4

An administrator needs to manage a group of sensors from within the console. 

Which three actions are available for sensors within the Sensor Group? (Choose three.) 

A. Move to group 

B. Disable 

C. Restart 

D. Ban 

E. Uninstall 

F. Share Settings 

Correct Answer: ACE 

 

 

QUESTION 5

What occurs when an administrator selects "Enable private logging level" in Sensor Settings under Policy? 

A. Delay execute for cloud scan is disabled. 

B. Script Files that have unknown reputations are not uploaded. 

C. Live Response is disabled. 

D. Domain names are obfuscated. 

Correct Answer: B 
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