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QUESTION 1

How is a new Alert of type Event Alert created whenever an endpoint is added or deleted and send emails for the App
Control admin whenever these events occur?

A. Add filter in Event Properties for Subtype Endpoint added and Endpoint deleted. Click Create and add the App
Control admin email, and then click Create and. Exit.

B. Add filter in Event Properties for Subtype Computer added and Computer deleted. Add the App Control admin email,
and then click Create and Exit.

C. Add filter in Event Properties for Subtype Computer added and Computer deleted. Click Create and add the App
Control admin email, and then click Create and Exit.

D. Add filter in Event Properties for Subtype Computer modified. Add the App Control admin email, and then click
Create and Exit.

Correct Answer: D

QUESTION 2

An analyst is investigating an alert within Enterprise EDR on the process analysis page. The process tree can be seen
below:

Which statement accurately characterizes this situation?

A. Conhost.exe has one or more child processes.

B. The solid line between the nodes denotes a process was injected into by another process.
C. Several nodes in this process tree have watchlist hits.

D. The analyst navigated to this process analysis page from the wscrlpt.exe process.

Correct Answer: B
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QUESTION 3

What occurs when an administrator selects "Enable private logging level" in Sensor Settings under Policy?
A. Delay execute for cloud scan is disabled.

B. Script Files that have unknown reputations are not uploaded.

C. Live Response is disabled.

D. Domain names are obfuscated.

Correct Answer: B

QUESTION 4

An analyst is investigating an alert within the Enterprise EDR console and needs to take action on it. Which three
actions are available to take on the alert? (Choose three.)

A. Ignore alert

B. Dismiss

C. Dismiss on all devices if grouping is enabled
D. Edit watchlist

E. Save report

F. Notifications history

Correct Answer: BCE

Reference: https://community.carbonblack.com/t5/Knowledge-Base/Carbon-Black-Cloud- How-to-DismissAlerts/ta-
p/51766

QUESTION 5

Management has directed that the SOC team be enabled to create global file bans via the App Control API.
How would this be configured in the App Control Console?

A. Create a Role, map to corresponding SOC group, and add permission "Manage files" to Role.

B. Add permission "Manage files" and create an API token for each SOC user.

C. Create a Role, map to the corresponding SOC group, add permission "Manage files", and create API token for the
Role.

D. Create a Role, map it to the corresponding SOC group, add permission "Manage files" to Role, and create an API
token for each user in group.
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Correct Answer: C
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