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QUESTION 1

An Endpoint Standard analyst runs the query in the graphic below:
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Which three statements are true from the results shown? (Choose three.)

A. The process is a PowerShell process running a script with a .ps1 extension.
B. The process has a threat score greater than 4.

C. The process made a network connection to another system.

D. The process had a NOT_LISTED reputation at the time the event occurred.
E. The process was run under the NT_AUTHORITY\SYSTEM user context.

F. The process was able to inject code into another process.

Correct Answer: ADF

QUESTION 2

An administrator receives an alert with the TTP DATA_TO_ENCRYPTION.
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What is known about the alert based on this TTP even if other parts of the alert are unknown?
A. A process attempted to delete encrypted data on the disk.

B. A process attempted to write a file to the disk.

C. A process attempted to modify a monitored file written by the sensor.

D. A process attempted to transfer encrypted data on the disk over the network.

Correct Answer: B

QUESTION 3

An analyst has investigated multiple alerts on a number of HR workstations and found that java.exe is
attempting to PowerShell. Of the Windows workstations in question, the analyst has also found that Java is
installed in multiple locations.

The analyst needs to block java.exe from this type of operation.

Which rule meets this need?

A. **[java.exe --> Invokes an untrusted process --> Terminate process

B. **/Program Files/*/java.exe--> Invokes an untrusted process --> Deny operation

C. *\Program Files\*\java.exe --> Invokes a command interpreter --> Terminate process

D. *\java.exe --> Invokes a command interpreter --> Deny operation

Correct Answer: C

QUESTION 4

An active compromise is detected on an endpoint. Due to current policies, the compromise was detected but not
terminated.

What would be an appropriate action to end the current communication between the device and the attacker?
A. Uninstall the sensor

B. Place the system into bypass mode

C. Place the system into Quarantine D. Remotely scan the endpoint

Correct Answer: B
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QUESTION 5

Carbon Black App Control maintains an inventory of all interesting (executable) files on endpoints where the agent is
installed.

What is the initial inventory procedure called, and how can this process be triggered?
A. Inventorying; enable Discovery mode

B. Baselining; install the agent

C. Discovery; place agent into Disabled mode

D. Initialization; move agent out of Disabled mode

Correct Answer: A
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