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QUESTION 1

An administrator has been tasked with building and enabling Secure Email Gateway (SEG) V2 n the Unified Access
Gateway (UAG). How should the SSL certificate be added to the UAG?

A. From the UAG console: Import-Certificate-FilePath "C:\CA-PublicKey.Cer"-CertStoreLocation
Cert:\LocalMachine\Root

B. Upload the SSL certificate to the Workspace ONE UEM console, or upload it locally to the UAG when confirming the
SEG Edge service on the UAG.

C. From the UAG console: sudo security add-trusted-cert-d-r trustRoot-k /Library/Keychains/System.keychain ~/new-
root-certificate.crt.

D. Upload the SSL certificate to the Workspace ONE UEM console, or add it when the SSL is configuring the SEG Edge
service on the UAG.

Correct Answer: D

Reference: https://docs.vmware.com/en/Unified-Access-Gateway/2106/uag-deploy-
config/GUID-777AD886-B48D-4D07-8A82-F17F3664EDAOQ.html

QUESTION 2
An administrator is creating a REST API call to the following Workspace ONE Access URL:
https://access.company.com/api/token/auth/state

The HTTP method of the request is POST, and the body of the request is as follows:

[
"domain®" : "ad.company.com”,
"userName” : "ajenkins”
i
Consider the URL, HTTP method, and request body.
Which goal is the administrator attempting to meet?
A. Retrieve the application list associated with a user
B. Create the Magic Link in Workspace ONE Access for Day Zero Onboarding
C. Add a new application to the Workspace ONE Access portal
D. Delete a user from Workspace ONE Access

Correct Answer: B
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QUESTION 3

An administrator has enabled and configured Kerberos in the VMware Workspace ONE Access console, but the
connection test fails. What is one reason this connection failed to authenticate?

A. The Linux machine on which the Kerberos Auth service is installed was not joined to the domain
B. The certificate was not enabled on VMware Workspace ONE UEM console

C. The Kerberos Auth service are incorrectly configured on the Airwatch Cloud Connector

D. The certificate is unsigned by a trusted SSL or public or internal certificate authority

Correct Answer: C

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-
Access/20.10/wsl_access_connector_install 2010/GUID-54010E16-18D8-427C-AC06-0829D076A337.html

QUESTION 4

Workspace ONE Access has been implemented in the environment, and User and Kerberos authentication services are
now being configured. Which component is required to enable these services?

A. Workspace ONE Content Gateway

B. Workspace ONE Access Connector

C. Workspace ONE UEM Cloud Connector
D. Workspace ONE Unified Access Gateway

Correct Answer: D

QUESTION 5

A resource server in the workflow of an OAuth request refers to a server that hosts the protected resources a client is
attempting to access. Which Workspace ONE services acts as the resource server in the OAuth workflow?

A. VMware Unified Access Gateway

B. Workspace ONE Access

C. Workspace ONE Content Delivery Network
D. Workspace ONE UEM

Correct Answer: B
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