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QUESTION 1

An administrator has been tasked with building and enabling Secure Email Gateway (SEG) V2 n the Unified Access
Gateway (UAG). How should the SSL certificate be added to the UAG? 

A. From the UAG console: Import-Certificate-FilePath "C:\CA-PublicKey.Cer"-CertStoreLocation
Cert:\LocalMachine\Root 

B. Upload the SSL certificate to the Workspace ONE UEM console, or upload it locally to the UAG when confirming the
SEG Edge service on the UAG. 

C. From the UAG console: sudo security add-trusted-cert-d-r trustRoot-k /Library/Keychains/System.keychain ~/new-
root-certificate.crt. 

D. Upload the SSL certificate to the Workspace ONE UEM console, or add it when the SSL is configuring the SEG Edge
service on the UAG. 

Correct Answer: D 

Reference: https://docs.vmware.com/en/Unified-Access-Gateway/2106/uag-deploy-
config/GUID-777AD886-B48D-4D07-8A82-F17F3664EDA0.html 

 

QUESTION 2

Which two methods may administrators use to provision users from Okta to VMware Workspace ONE Access? (Choose
two.) 

A. System for Cross-domain Identity Management (SCIM) API 

B. Workspace ONE UEM REST API 

C. Active Directory Sync 

D. Just-in-time (JIT) Provisioning 

E. AirWatch Cloud Connector 

Correct Answer: AD 

 

QUESTION 3

An administrator is setting up a new integration between VMware Workspace ONE UEM and VMware Workspace ONE
Access. Which settings need to be configured in the VMware Workspace ONE UEM console? 

A. Kerberos admin key, import the Kerberos Admin account, and the admin auth certificate for VMware Workspace ONE
Access 

B. REST API admin key, import the API Admin account, and the admin auth certificate for VMware Workspace ONE
Access 

C. SOAP API admin key, import the API Admin account, and the admin auth certificate for VMware Workspace ONE
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Access 

D. Certificate API admin key, import the API Admin account, and the admin auth certificate for VMware Workspace ONE
Access 

Correct Answer: B 

 

QUESTION 4

An administrator is attempting to create a magic link in VMware Workspace ONE Access for day zero onboarding. After
building the REST API request, the administrator receives the following status code: 

409-token.auth.token.already.exists 

How should the administrator interpret this error? 

A. The request served successfully 

B. The user does not belong to the AD group that was configured for the token 

C. A user could not be identified using the parameters passed in the body 

D. A token was already generated for the user, so a fresh one cannot be generated 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE/services/VMware_Workspace_ONEHub_onboarding
_pre-hires/GUID-8ACB1F84-6C83-4DF0-B4E8-BA2CD27DA3A0.html 

 

QUESTION 5

An organization wants to prevent users from connecting to VMware Horizon desktop or application pools from a Horizon
Pod deployed on their internal network unless the user selects the Horizon pool from the Unified Catalog of their
Workspace ONE Access shared SaaS tenant. 

Which additional setting must the organization administrator configure? 

A. Enable the Virtual App Service on al Unified Access Gateway systems that allow users to connect to Horizon pools
from the Horizon Pod 

B. Configure the Workspace ONE Access tenant as a SAML 2.0 authenticator on all Horizon Connection Servers in the
Horizon Pod 

C. Enable the VMware Tunnel on all Unified Access Gateway systems that allow users to connect to Horizon pools from
the Horizon Pod 

D. Set "Delegation of authentication to VMware Horizon (SAML 2.0 Authenticator)" to "Allowed" on all Horizon
Connection Servers in the Horizon Pod 

Correct Answer: C 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-Access/22.09/ws1-access-resources.pdf 
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