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QUESTION 1

A vSAN administrator has been asked to encrypt all traffic for data and metadata across all hosts in a vSAN cluster. 

Which action is necessary to achieve this level of encryption? 

A. Enable vSAN Cluster level encryption via Storage Policy. No KMS is required. 

B. Enable vSAN Data In-Transit encryption at the cluster level. No KMS is required. 

C. Deploy KMS server, and enable vSAN Data at Rest encryption at the cluster level. 

D. Deploy KMS server, and enable vSAN Data at Rest and In-Transit encryption at the host level. 

Correct Answer: B 

 

QUESTION 2

A vSAN administrator of a network isolated vSAN environment wants to upgrade the environment from the vSAN 7.0 to
the vSAN 7.0 U1 using vLCM. 

Which option, if any, should be used as a depot in this case? 

A. Configure the vSphere Lifecycle Manager to download the updates from an Online Depot. 

B. It is not possible to use the vSphere Lifecycle Manager on a network isolated environment. 

C. Configure the vSphere Lifecycle Manager to download updates from a local UMDS-shared repository. 

D. Configure the vSphere Lifecycle Manager to download the updates from the VMware Depot using HTTPS. 

Correct Answer: D 

 

QUESTION 3

Which option, if any, is the default option to enable Maintenance Mode on a vSAN host? 

A. Ensure accessibility. 

B. No data migration. 

C. Full data migration. 

D. There is no default option. The administrator must select an option. 

Correct Answer: D 

 

QUESTION 4
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A vSAN administrator has been tasked with troubleshooting an application in a Hybrid vSAN environment. The
application is I/O intensive, and the magnetic capacity devices may be playing a role in slow performance, so the
administrator decides to take action to help resolve the problem. 

Which action should the administrator take? 

A. Change the Default Storage Policy to have stripe width of 13. 

B. Modify the stripe width for the application on the advanced settings for the VM. 

C. Add more magnetic capacity devices in the affected host. 

D. Increase the stripe width based on the number of capacity devices within the disk group. 

Correct Answer: B 

 

QUESTION 5

A site administrator has determined that the site needs to upgrade all vSAN clusters to 7.0 U1. The vSAN administrator
wishes to complete the update in the shortest amount of time possible. All virtual machines are assigned a storage
policy where the "Failures to tolerate" is set to one or higher. 

Which strategy should be used to achieve this goal? 

A. Disable de-duplication and compression prior to the upgrade. 

B. Perform a complete update, omitting the on-disk format update. 

C. Select the "No data migration" maintenance mode option. 

D. Update only select, mission-critical clusters. 

Correct Answer: D 
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