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QUESTION 1

After a recent security assessment, the security team recommended that vSAN encryption be enabled. The vSAN
administrator will be adding a Key Management Server to vCenter. 

What is a prerequisite to taking this action? 

A. IPv6 addressing 

B. Proxy server with username and password access 

C. Self-encryption drives 

D. Cryptographer ManageKeyServer permissions 

Correct Answer: D 

 

QUESTION 2

A host in the cluster experiences a permanent NIC failure, and the replacement part will not arrive until the next
morning. The administrator needs to ensure the availability of the production workload at all times. 

Which step should be taken by the administrator to meet this goal? 

A. Shut down the production VMs. 

B. Perform a live vMotion to another host. 

C. Disable the vSAN Service on the VMkernel port. 

D. Enter Maintenance Mode with "Full Data Migration" 

Correct Answer: B 

 

QUESTION 3

A vSAN administrator has three available racks and six vSAN hosts and needs to protect against a rack failure while
maximizing resources. 

Which two strategies should the vSAN administrator use to achieve this goal? (Choose two.) 

A. RAID-5/FTT=1 

B. vSAN stretched cluster 

C. Specify fault domains 

D. RAID-6/FTT=2 

E. 2-node configuration 
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Correct Answer: CD 

 

QUESTION 4

Which state is NOT a compliance status of a VM Storage Policy? 

A. Compliant 

B. Noncompliant 

C. Stale 

D. Not Applicable 

Correct Answer: C 

 

QUESTION 5

All of the virtual machines running on a hybrid vSAN datastore have this storage policy assigned: 

Failures to Tolerate (FTT) rule is set to "2 Failures - RAID-1 (Mirroring)". 

The vSAN administrator needs to reduce the amount of vSAN datastore capacity the virtual machines will 

consume. 

Which action should the vSAN administrator take to meet this goal? 

A. Change the FTT rule to "1 Failure - RAID-1 (Mirroring)", and select "Now" for Reapply to VMs. 

B. Add the "Flash read cache reservation" rule to the storage policy, and set to 0%. 

C. Disable Operations reserve and Host rebuild reserve and click "Apply". 

D. Modify the FTT rule to "2 Failures - RAID-5 (Erasure Coding)". 

Correct Answer: A 
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