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QUESTION 1

Upon connecting a VMware Managed Transit Gateway (VTGW), the administrator discovers that there is an overlapping
workload CIDR bleck. How will the software-defined data center (SDDC) handle the overlapping IP space?

A. It will reject the remote IP space.

B. It will isolate the overlapping segment in the cloud.

C. It will allow the overlapping IP space.

D. It will ensure both CIDR blocks work in both locations.

Correct Answer: C

QUESTION 2

An administrator deploys a VMware Cloud on AWS environment and configures an IPsec virtual private network (VPN)
tunnel to their data center. Hybrid Linked Mode connectivity, however, does NOT appear to be working. Before
contacting VMware Support, what could the administrator do to narrow down the possible issue?

A. Fill in the relevant IP information for the on-premises infrastructure and run the desired troubleshooting connectivity
test.

B. Download and review the Tier-0 (TO) gateway firewall logs.

C. Configure a packet capture device in the on-premises data center to capture packets from the VMware Cloud on
AWS software-defined data center (SDDC) to determine which packets are being dropped.

D. Configure a packet capture appliance on a local segment within VMware Cloud on AWS to capture and analyze
traffic across a specific NSX-T gateway interface.

Correct Answer: A

QUESTION 3

Refer to the exhibit.
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How would an administrator accomplish the given configuration leveraging the firewall capabilities within VMware Cloud
on AWS?

A. Create a gateway firewall rule permitting bi-directional traffic to Subnet A from the Internet. Create a gateway firewall
rule denying bi-directional traffic to Subnet B and Suubnet C from the Internet. Create a distributed firewall rule under
the Application category to permit bi-directional traffic from Subnet A to Subnet B and from Subnet B to Subnet C.

B. Create a gateway firewall rule permitting bi-directional traffic to Subnet A from the Internet. Create a distributed
firewall rule denying bi-directional traffic to Subnet B and Subnet C from the Internet. Create a distributed firewall rule
under the Ethernet category to permit bi-directional traffic from Subnet A to Subnet B and from Subnet B to Subnet C.

C. Create a gateway firewall rule permitting bi-directional traffic to Subnet A from the Internet. Create a gateway firewall
rule denying bi-directional traffic from the Internet to all subnets.

Create a distributed firewall rule under the Infrastructure category to permit bi-directional traffic from Subnet A to Subnet
B and from Subnet B to Subnet C.

D. Create a gateway firewall rule permitting bi-directional traffic to Subnet A from the Internet. Create a gateway firewall
rule denying bi-directional traffic to Subnet B and Subnet C from the Internet. Create a gateway firewall rule to permit bi-
directional traffic from Subnet A to Subnet B and from Subnet B to Subnet C.

Correct Answer: A
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QUESTION 4

To assist with seasonal workload demands over the next two months, a group of interns are hired to assist with day 2
virtual machine operations in VMware Cloud on AWS. Which method should be used for creating these temporary user
accounts and assigning the appropriate permissions to them?

A. Log into vCenter in VMware Cloud on AWS with the CloudAdmin account. Create the required number of user
accounts in the vmc.local SSO domain and assign the appropriate roles to the accounts.

B. Log into on-premises VMware vCenter. Create the required number of user accounts in the vsphere. local SSO
domain and assign the appropriate roles to the accounts. Ensure that Hybrid Linked Mode is enabled to allow account
propagation to the VMware Cloud on AWS SSO domain.

C. Create the required user accounts within Active Directory and assign them to the required group. With Hybrid Linked
Mode enabled, assign the correct role in VMware Cloud on AWS to the Active Directory group that contains the user
accounts.

D. Log into vCenter in VMware Cloud on AWS with the CloudAdmin account. Create the required number of user
accounts in the vsphere. local SSO domain and assign the appropriate roles to the accounts in Active Directory.

Correct Answer: B

QUESTION 5

Which API endpoint serves as the authentication point for VMware Cloud on AWS?
A. Cloud Services Platform API

B. NSX-T Data Center API

C. Deployed SDDC API

D. VMware Cloud on AWS API

Correct Answer: A
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