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QUESTION 1

Which of the following best summarizes the primary goal of a security program?
A. Provide security reporting to all levels of an organization

B. Create effective security awareness to employees

C. Manage risk within the organization

D. Assure regulatory compliance

Correct Answer: C

QUESTION 2

A newly appointed security officer finds data leakage software licenses that had never been used. The officer decides to
implement a project to ensure it gets installed, but the project gets a great deal of resistance across the organization.
Which of the following represents the MOST likely reason for this situation?

A. The software license expiration is probably out of synchronization with other software licenses

B. The project was initiated without an effort to get support from impacted business units in the organization

C. The software is out of date and does not provide for a scalable solution across the enterprise

D. The security officer should allow time for the organization to get accustomed to her presence before initiating security
projects

Correct Answer: B

QUESTION 3

A global health insurance company is concerned about protecting confidential information. Which of the following is of
MOST concern to this organization?

A. Compliance to the Payment Card Industry (PCI) regulations.

B. Alignment with financial reporting regulations for each country where they operate.

C. Alignment with International Organization for Standardization (ISO) standards.

D. Compliance with patient data protection regulations for each country where they operate.

Correct Answer: D

QUESTION 4

Which of the following is the MOST important goal of risk management?
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A. ldentifying the risk

B. Finding economic balance between the impact of the risk and the cost of the control
C. Identifying the victim of any potential exploits.

D. Assessing the impact of potential threats

Correct Answer: B

QUESTION 5

The Information Security Governance program MUST:

A. integrate with other organizational governance processes
B. support user choice for Bring Your Own Device (BYOD)
C. integrate with other organizational governance processes
D. show a return on investment for the organization

Correct Answer: A
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