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QUESTION 1
Which of the following is the MOST logical method of deploying security controls within an organization?
A. Obtain funding for all desired controls and then create project plans for implementation

B. Apply the simpler controls as quickly as possible and use a risk-based approach for the more difficult and costly
controls

C. Apply the least costly controls to demonstrate positive program activity
D. Obtain business unit buy-in through close communication and coordination

Correct Answer: B

QUESTION 2

Your penetration testing team installs an in-line hardware key logger onto one of your network machines. Which of the
following is of major concern to the security organization?

A. In-line hardware keyloggers don\\'t require physical access

B. In-line hardware keyloggers don\\'t comply to industry regulations
C. In-line hardware keyloggers are undetectable by software

D. In-line hardware keyloggers are relatively inexpensive

Correct Answer: C

QUESTION 3

Which of the following is considered to be an IT governance framework and a supporting toolset that allows for
managers to bridge the gap between control requirements, technical issues, and business risks?

A. Control Objective for Information Technology (COBIT)
B. Committee of Sponsoring Organizations (COSO)

C. Payment Card Industry (PCI)

D. Information Technology Infrastructure Library (ITIL)

Correct Answer: A

QUESTION 4

A method to transfer risk is to:
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A. Implement redundancy

B. move operations to another region
C. purchase breach insurance

D. Alignment with business operations

Correct Answer: C

QUESTION 5

Which of the following best describes a portfolio?

A. The portfolio is used to manage and track individual projects

B. The portfolio is used to manage incidents and events

C. A portfolio typically consists of several programs

D. A portfolio delivers one specific service or program to the business

Correct Answer: C
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