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QUESTION 1

As the Business Continuity Coordinator of a financial services organization, you are responsible for ensuring assets are
recovered timely in the event of a disaster. Which is the BEST Disaster Recovery performance indicator to validate that
you are prepared for a disaster?

A. Recovery Point Objective (RPO)

B. Disaster Recovery Plan

C. Recovery Time Objective (RTO)

D. Business Continuity Plan

Correct Answer: D

Reference: https://www.resolver.com/resource/bcdr-metrics-that-matter/

QUESTION 2

Who is responsible for securing networks during a security incident?
A. Chief Information Security Officer (CISO)

B. Security Operations Center (SO

C. Disaster Recovery (DR) manager

D. Incident Response Team (IRT)

Correct Answer: D

QUESTION 3

Which of the following represents the HIGHEST negative impact resulting from an ineffective security governance
program?

A. Reduction of budget

B. Decreased security awareness

C. Improper use of information resources
D. Fines for regulatory non-compliance

Correct Answer: D

QUESTION 4
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Which of the following is MOST beneficial in determining an appropriate balance between uncontrolled innovation and
excessive caution in an organization?

A. Define the risk appetite

B. Determine budget constraints
C. Review project charters

D. Collaborate security projects

Correct Answer: A

QUESTION 5

Access Control lists (ACLSs), Firewalls, and Intrusion Prevention Systems are examples of
A. Network based security preventative controls

B. Software segmentation controls

C. Network based security detective controls

D. User segmentation controls

Correct Answer: A
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