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QUESTION 1

While designing a secondary data center for your company what document needs to be analyzed to determine to how
much should be spent on building the data center?

A. Enterprise Risk Assessment

B. Disaster recovery strategic plan
C. Business continuity plan

D. Application mapping document

Correct Answer: B

QUESTION 2

Which of the following is MOST beneficial in determining an appropriate balance between uncontrolled innovation and
excessive caution in an organization?

A. Define the risk appetite

B. Determine budget constraints
C. Review project charters

D. Collaborate security projects

Correct Answer: A

QUESTION 3

Scenario: Your organization employs single sign-on (user name and password only) as a convenience to your
employees to access organizational systems and data. Permission to individual systems and databases is vetted and
approved through supervisors and data owners to ensure that only approved personnel can use particular applications
or retrieve information. All employees have access to their own human resource information, including the ability to
change their bank routing and account information and other personal details through the Employee Self-Service
application. All employees have access to the organizational VPN.

What type of control is being implemented by supervisors and data owners?

A. Management

B. Operational

C. Technical

D. Administrative

Correct Answer: B
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QUESTION 4

Scenario: Your organization employs single sign-on (user name and password only) as a convenience to your
employees to access organizational systems and data. Permission to individual systems and databases is vetted and
approved through supervisors and data owners to ensure that only approved personnel can use particular applications
or retrieve information. All employees have access to their own human resource information, including the ability to
change their bank routing and account information and other personal details through the Employee Self-Service
application. All employees have access to the organizational VPN.

Once supervisors and data owners have approved requests, information system administrators will implement

A. Technical control(s)

B. Management control(s)

C. Policy control(s)

D. Operational control(s)

Correct Answer: A

QUESTION 5

A CISO wants to change the defense strategy to ward off attackers. To accomplish this the CISO is looking to a strategy
where attackers are lured into a zone of a safe network where attackers can be monitored, controlled, quarantined, or
eradicated.

A. Moderate investment

B. Passive monitoring

C. Integrated security controls

D. Dynamic deception

Correct Answer: D
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