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QUESTION 1

You have recently drafted a revised information security policy. From whom should you seek endorsement in order to
have the GREATEST chance for adoption and implementation throughout the entire organization? 

A. Chief Information Security Officer 

B. Chief Executive Officer 

C. Chief Information Officer 

D. Chief Legal Counsel 

Correct Answer: B 

 

QUESTION 2

You are having a penetration test done on your company network and the leader of the team says they discovered all
the network devices because no one had changed the Simple Network Management Protocol (SNMP) community
strings from the defaults. Which of the following is a default community string? 

A. Execute 

B. Read 

C. Administrator 

D. Public 

Correct Answer: D 

 

QUESTION 3

Who is responsible for securing networks during a security incident? 

A. Chief Information Security Officer (CISO) 

B. Security Operations Center (SO 

C. Disaster Recovery (DR) manager 

D. Incident Response Team (IRT) 

Correct Answer: D 

 

QUESTION 4

As the CISO you need to write the IT security strategic plan. Which of the following is the MOST important to review
before you start writing the plan? 
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A. The existing IT environment. 

B. The company business plan. 

C. The present IT budget. 

D. Other corporate technology trends. 

Correct Answer: B 

 

QUESTION 5

The Security Operations Center (SOC) just purchased a new intrusion prevention system (IPS) that needs to be
deployed in-line for best defense. The IT group is concerned about putting the new IPS in-line because it might
negatively impact network availability. What would be the BEST approach for the CISO to reassure the IT group? 

A. Work with the IT group and tell them to put IPS in-line and say it won\\'t cause any network impact 

B. Explain to the IT group that the IPS won\\'t cause any network impact because it will fail open 

C. Explain to the IT group that this is a business need and the IPS will fail open however, if there is a network failure the
CISO will accept responsibility 

D. Explain to the IT group that the IPS will fail open once in-line however it will be deployed in monitor mode for a set
period of time to ensure that it doesn\\'t block any legitimate traffic 

Correct Answer: D 
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