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QUESTION 1

Assigning the role and responsibility of Information Assurance to a dedicated and independent security group is an
example of: 

A. Detective Controls 

B. Proactive Controls 

C. Preemptive Controls 

D. Organizational Controls 

Correct Answer: D 

 

QUESTION 2

The alerting, monitoring and life-cycle management of security related events is typically handled by the 

A. security threat and vulnerability management process 

B. risk assessment process 

C. risk management process 

D. governance, risk, and compliance tools 

Correct Answer: A 

 

QUESTION 3

SQL injection is a very popular and successful injection attack method. Identify the basic SQL injection text: 

A. ` o 1=1 - 

B. /../../../../ 

C. "DROPTABLE USERNAME" 

D. NOPS 

Correct Answer: A 

 

QUESTION 4

The rate of change in technology increases the importance of: 

A. Outsourcing the IT functions. 
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B. Understanding user requirements. 

C. Hiring personnel with leading edge skills. 

D. Implementing and enforcing good processes. 

Correct Answer: D 

 

QUESTION 5

An organization is required to implement background checks on all employees with access to databases containing
credit card information. This is considered a security 

A. Procedural control 

B. Management control 

C. Technical control 

D. Administrative control 

Correct Answer: B 
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